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    XGW

An Elixir WebRTC gateway: ICE, DTLS, and SRTP on the wire; plaintext
RTP/RTCP (and optional data channels) for your app.
Ported and updated from an earlier Xirsys media gateway implementation; 
released for public use.
If you have used RTCPeerConnection in the browser, you already know the hard
parts -- finding a path (ICE), securing it (DTLS), encrypting media (SRTP).
XGW is the server-side half of that peer connection. Your product still
owns signaling (offer/answer over WebSocket or similar). XGW takes over once
you have SDP.
Home: https://github.com/Lazarus404/xgw
How the pieces fit together (friendly walkthrough):
ARCHITECTURE.md.
What problem this solves
Browsers speak encrypted WebRTC. Your media server wants clear packets so it
can mix, forward, or inspect them.
XGW sits in the middle:
Browser  -- ICE + DTLS + SRTP -->  XGW  -- plaintext RTP/RTCP -->  your app
Typical hosts are SFUs or media servers -- the same product role as
Janus, mediasoup,
or LiveKit: they own rooms and signaling, then call into
XGW.Peer. Under the hood XGW leans on
xsockets for listeners/sockets and
xmedialib for STUN/RTP/SRTP/SDP
helpers.
Mental model (JS -> XGW)
	You already know	Rough XGW match
	One RTCPeerConnection	One XGW.Peer process
	setRemoteDescription / answer	XGW.Peer.apply_descriptions/4
	addIceCandidate / onicecandidate	add_remote_candidate/2 and {:xgw, :local_candidate, ...}
	Media after connected	{:xgw, :rtp, ...} in / SendHandle out
	Data channels	XGW.Peer.Datachannel + handler messages

Listener = shared media port. Peer = one remote browser on that port.
What you get
	Shared UDP listener with multi-peer demux (STUN / DTLS / RTP on one socket)
	ICE-lite by default; optional ICE-full (checks, nomination, srflx/relay gather)
	Trickle ICE both ways; consent freshness so dead paths close cleanly
	DTLS-SRTP handshake, fingerprint check, per-SSRC encrypt/decrypt
	Hot-path outbound RTP via Peer.SendHandle (skip GenServer when you can)
	Optional SCTP data channels over DTLS
	Optional ICE-TCP when UDP is blocked
	SDP helpers that turn offer/answer into transport config
	Browser spike harness: mix xgw.spike

Main modules
You will touch these first:
	Module	Job in plain English
	XGW.Listener	Shared UDP (+ optional TCP) port; classify packets; route to Peers
	XGW.Peer	One remote client: ICE -> DTLS -> SRTP -> events to your handler
	XGW.Descriptions	Parse SDP offer/answer into ICE creds, fingerprints, SSRC maps
	XGW.Demux	"Is this STUN, DTLS, or media?" from the first byte
	XGW.ICE / Lite / Full	Find a working network path
	XGW.DTLS	Secure the path and export SRTP keys
	XGW.SRTPSession	Encrypt outbound / decrypt inbound media
	XGW.Peer.SendHandle	Fast outbound RTP after DTLS is up
	XGW.Peer.Datachannel	Optional data-channel child (keeps Peer free for media)

Full module map and call lifecycle: ARCHITECTURE.md.
ICE-lite vs ICE-full (quick pick)
ICE-lite (default): the browser does most connectivity-check work; XGW
answers STUN Bindings and tracks consent. Simple. Fine when the server address
is stable and well advertised.
ICE-full (ice_lite: false): XGW runs the full checklist -- pairs, checks,
nomination -- and can gather srflx/relay candidates (and trickle them to the
browser). Use this for tougher NATs, relay-heavy deploys, or when you need
ICE-TCP.
Either mode emits familiar handler messages like {:xgw, :ice_connected, peer}
and {:xgw, :dtls_connected, peer} when setup succeeds.
RFCs (the specs we implement)
You do not need to read these to run tests. They are here when you want the
official wording:
	RFC 8445 -- ICE
	RFC 8489 -- STUN
	RFC 8656 -- TURN (relay gather)
	RFC 7675 -- consent freshness
	RFC 7983 -- demux on one port
	RFC 5761 -- RTP/RTCP mux
	RFC 9147 / RFC 6347 -- DTLS
	RFC 5764 -- DTLS-SRTP
	RFC 3711 -- SRTP
	RFC 8838 -- trickle ICE
	RFC 8261 / RFC 8831 -- SCTP data channels over DTLS
	RFC 8866 -- SDP

Dependencies
	xmedialib -- STUN, RTP, RTCP, SRTP, SDP helpers
	xsockets -- listeners and sockets

Local checkouts before remotes catch up:
mix deps.get
mix test

Browser spike
Want to see a real Chrome/Firefox peer talk to XGW without wiring a full SFU?
mix xgw.spike --port 10000 --http-port 8080

Open the printed URL, allow mic if asked, and watch ICE/DTLS/RTP come up.
Steps and outcome notes: test/spike/README.md.
ICE-TCP variant:
mix xgw.spike --ice-tcp

Tests
Default suite (unit + integration, no live browser):
mix test

Spike tests under test/spike/ are tagged :external and excluded by default.
Related reading in this package
	ARCHITECTURE.md -- layers, lifecycle, demux, module map
	test/spike/README.md -- manual browser interop steps



  

    
XGW 
    



      
XGW is a media gateway: it sits between a browser (or other WebRTC client)
and your application so you do not have to implement ICE, DTLS, and SRTP yourself.
What problem this solves
Real-time audio/video on the public internet is not a plain TCP socket. Clients
must:
	Find a working UDP (or TCP) path through NATs and firewalls (ICE).
	Authenticate each other and encrypt the path (DTLS).
	Protect media packets with short-lived keys (SRTP / SRTCP).

XGW terminates that stack per remote peer and delivers plaintext RTP/RTCP
(and optional data-channel bytes) to a handler you register. Your app owns
rooms, signaling (SIP/WebSocket/HTTP), and SDP answers -- the same split as
an SFU such as Janus or mediasoup, or a SIP path with
xsip and
xsdp.
Main pieces
UDP/TCP Listener  -- demux STUN / DTLS / media -->  Peer GenServer
                                                        |
                                                        v
                                                  ICE then DTLS
                                                        |
                                                        v
                                                  SRTP decrypt/encrypt
                                                        |
                                                        v
                                                  your handler (RTP callbacks)
	XGW.Listener -- shared socket(s) and packet demux.
	XGW.Peer -- one remote endpoint's ICE/DTLS/SRTP lifecycle.
	XGW.ICE.* -- connectivity checks and candidate gathering.
	XGW.DTLS.* -- handshake transport and SRTP key export.
	XGW.SRTPSession -- encrypt/decrypt media after DTLS.

See ARCHITECTURE.md in this package for ICE-lite vs full, demux, and the
module map.
RFCs
Primary stack: RFC 8445 (ICE), RFC 8489 (STUN), RFC 8656 (TURN), RFC 9147 /
RFC 6347 (DTLS), RFC 5764 (DTLS-SRTP), RFC 3711 (SRTP), RFC 7983 (demux),
RFC 8866 (SDP). See child modules for narrower citations.

      




  

    
XGW.Application 
    



      
OTP application entry for XGW.
On boot this module:
	Loads the patched OTP DTLS packet demux (XGW.DTLS.OtpDemux) so DTLS can
send on the shared Listener UDP socket instead of a private :gen_udp.
	Ensures the XGW.Peer.SendHandle and XGW.Peer.Datachannel ETS tables exist
(RTP hot path and DC child lookup).
	Starts a DynamicSupervisor (XGW.PeerSupervisor) that owns XGW.Peer
processes.

Listeners are started by the host (your app, the browser spike, or tests),
not here.
RFCs
Bootstraps OTP pieces used by the stack above (no wire-protocol role of its own).
DTLS demux patch supports the RFC 7983 shared-socket model.

      


      
        Summary


  
    Functions
  


    
      
        start(type, args)

      


        Starts the XGW supervision tree.



    





      


      
        Functions


        


  
    
      
    
    
      start(type, args)



        
          
        

    

  


  

Starts the XGW supervision tree.
Always returns {:ok, pid} of the root supervisor when children start cleanly.

  


        

      


  

    
XGW.Certs 
    



      
Creates and fingerprints the TLS certificate used for DTLS.
Why certificates matter here
Before media is encrypted with SRTP, the two peers run a DTLS handshake
(TLS over UDP). Each side presents a certificate. In WebRTC the certificate
is usually self-signed; trust comes from comparing its SHA-256 fingerprint
to the value advertised in SDP (a=fingerprint:), not from a public CA.
This module:
	Generates a self-signed cert/key pair with openssl when missing (ensure!/1).
	Computes the colon-separated uppercase hex fingerprint browsers expect.
	Checks that a remote SDP fingerprint matches a DER certificate.

RFCs
	RFC 8122 -- SDP a=fingerprint attribute (certificate digests)
	RFC 9147 / RFC 6347 -- DTLS (certificate presented during handshake)


      


      
        Summary


  
    Functions
  


    
      
        ensure!(dir)

      


        Returns {certfile, keyfile} paths, generating a self-signed pair when missing.



    


    
      
        fingerprint(certfile)

      


        SHA-256 fingerprint as colon-separated uppercase hex for SDP.



    


    
      
        fingerprint_der(der)

      


        SHA-256 fingerprint as colon-separated uppercase hex from DER bytes.



    


    
      
        fingerprint_matches?(map, der)

      


        Returns true when der matches an SDP %Fingerprint{} (sha-256 only for v1).



    





      


      
        Functions


        


  
    
      
    
    
      ensure!(dir)



        
          
        

    

  


  

      

          @spec ensure!(Path.t()) :: {Path.t(), Path.t()}


      


Returns {certfile, keyfile} paths, generating a self-signed pair when missing.

  



  
    
      
    
    
      fingerprint(certfile)



        
          
        

    

  


  

      

          @spec fingerprint(Path.t()) :: String.t()


      


SHA-256 fingerprint as colon-separated uppercase hex for SDP.

  



  
    
      
    
    
      fingerprint_der(der)



        
          
        

    

  


  

      

          @spec fingerprint_der(binary()) :: String.t()


      


SHA-256 fingerprint as colon-separated uppercase hex from DER bytes.
Examples
iex> der = :crypto.hash(:sha256, "test")
iex> fp = XGW.Certs.fingerprint_der(der)
iex> String.match?(fp, ~r/^[0-9A-F]{2}(:[0-9A-F]{2}){31}$/)
true

  



  
    
      
    
    
      fingerprint_matches?(map, der)



        
          
        

    

  


  

      

          @spec fingerprint_matches?(XMediaLib.SDP.Fingerprint.t(), binary()) :: boolean()


      


Returns true when der matches an SDP %Fingerprint{} (sha-256 only for v1).
Examples
iex> der = "cert-bytes"
iex> fp = XGW.Certs.fingerprint_der(der)
iex> XGW.Certs.fingerprint_matches?(%{algorithm: "sha-256", value: fp}, der)
true

iex> XGW.Certs.fingerprint_matches?(%{algorithm: "sha-1", value: "x"}, <<>>)
false

  


        

      


  

    
XGW.DTLS 
    



      
Starts and completes the DTLS handshake that unlocks encrypted media keys.
Why DTLS comes after ICE
ICE only finds a working IP/port path. That path is still unauthenticated
for media encryption. DTLS (Datagram TLS) is TLS over UDP: the two peers
exchange certificates, prove possession of private keys, and agree on
cryptographic material. WebRTC then derives SRTP keys from that material
so RTP/RTCP packets can be encrypted efficiently.
This module is the server-side accept path used by XGW.Peer:
	listen/accept on the shared Listener UDP socket via XGW.DTLS.Transport
	finish the handshake and verify the remote fingerprint
	export SRTP keys through XGW.DTLS.SrtpKeys

Start the accept loop only after ICE has selected a remote pair; otherwise
DTLS packets have nowhere trustworthy to go.
RFCs
	RFC 9147 / RFC 6347 -- DTLS 1.3 / 1.2
	RFC 5764 -- DTLS extension for SRTP key export
	RFC 8122 -- certificate fingerprint verification against SDP


      


      
        Summary


  
    Types
  


    
      
        keys()

      


        DTLS-exported SRTP key tuple (client and server write pairs).



    





  
    Functions
  


    
      
        close(listen_sock, ssl_sock \\ nil)

      


        Closes DTLS listen and connection sockets.



    


    
      
        export_srtp_keys(ssl_sock)

      


        Exports DTLS-SRTP keying material from a connected DTLS socket.



    


    
      
        handshake(listen_sock)

      


        Completes transport accept and DTLS handshake on listen_sock.



    


    
      
        inject(listener, ip, port, data)

      


        Injects a DTLS datagram into the OTP ssl transport on the listener UDP socket.



    


    
      
        listen_opts(opts)

      


        SSL listen options for WebRTC DTLS-SRTP on a shared UDP port.



    


    
      
        start_accept(listen_sock, peer, opts \\ [])

      


        Starts a linked accept loop on listen_sock. Completion is reported to
peer as {:xgw_internal, :dtls_ready, ssl_sock, export_result}.



    


    
      
        verify_fingerprint(ssl_sock, expected)

      


        Verifies the peer certificate fingerprint against SDP.



    





      


      
        Types


        


  
    
      
    
    
      keys()



        
          
        

    

  


  

      

          @type keys() :: XGW.DTLS.SrtpKeys.keys()


      


DTLS-exported SRTP key tuple (client and server write pairs).

  


        

      

      
        Functions


        


    

  
    
      
    
    
      close(listen_sock, ssl_sock \\ nil)



        
          
        

    

  


  

      

          @spec close(:ssl.sslsocket() | nil, :ssl.sslsocket() | nil) :: :ok


      


Closes DTLS listen and connection sockets.

  



  
    
      
    
    
      export_srtp_keys(ssl_sock)



        
          
        

    

  


  

      

          @spec export_srtp_keys(:ssl.sslsocket()) :: {:ok, keys()} | {:error, term()}


      


Exports DTLS-SRTP keying material from a connected DTLS socket.

  



  
    
      
    
    
      handshake(listen_sock)



        
          
        

    

  


  

      

          @spec handshake(:ssl.sslsocket()) :: {:ok, :ssl.sslsocket()} | {:error, term()}


      


Completes transport accept and DTLS handshake on listen_sock.

  



  
    
      
    
    
      inject(listener, ip, port, data)



        
          
        

    

  


  

      

          @spec inject(pid(), :inet.ip_address(), :inet.port_number(), binary()) :: :ok


      


Injects a DTLS datagram into the OTP ssl transport on the listener UDP socket.

  



  
    
      
    
    
      listen_opts(opts)



        
          
        

    

  


  

      

          @spec listen_opts(keyword()) :: keyword()


      


SSL listen options for WebRTC DTLS-SRTP on a shared UDP port.

  



    

  
    
      
    
    
      start_accept(listen_sock, peer, opts \\ [])



        
          
        

    

  


  

      

          @spec start_accept(:ssl.sslsocket(), pid(), keyword()) :: {:ok, pid()}


      


Starts a linked accept loop on listen_sock. Completion is reported to
peer as {:xgw_internal, :dtls_ready, ssl_sock, export_result}.
Options:
	:expected_fingerprint - remote %Fingerprint{} from SDP offer


  



  
    
      
    
    
      verify_fingerprint(ssl_sock, expected)



        
          
        

    

  


  

      

          @spec verify_fingerprint(:ssl.sslsocket(), XMediaLib.SDP.Fingerprint.t()) :: boolean()


      


Verifies the peer certificate fingerprint against SDP.

  


        

      


  

    
XGW.DTLS.OtpDemux 
    



      
Patches Erlang/OTP's DTLS packet demux so XGW can share one UDP socket.
Why a patch is needed
Stock OTP DTLS assumes each connection owns a private :gen_udp socket.
XGW deliberately multiplexes STUN, DTLS, and SRTP on one Listener socket
(standard WebRTC demux). Outbound DTLS must therefore call
XGW.DTLS.Transport instead of :gen_udp.send/4.
At application start, patch!/0 loads a drop-in dtls_packet_demux BEAM from
XGW's ebin when present. If the file is missing, startup continues with
stock OTP (suitable for environments that do not run shared-socket DTLS).
RFCs
	RFC 7983 -- WebRTC demux model that motivates a shared UDP socket
	RFC 9147 / RFC 6347 -- DTLS (OTP connection that must send on that socket)


      


      
        Summary


  
    Functions
  


    
      
        patch!()

      


        Reloads ebin/dtls_packet_demux.beam when present.



    





      


      
        Functions


        


  
    
      
    
    
      patch!()



        
          
        

    

  


  

      

          @spec patch!() :: :ok


      


Reloads ebin/dtls_packet_demux.beam when present.
Always returns :ok. Load failures are logged and ignored so the host app
can still boot (for example in test without the patched BEAM).

  


        

      


  

    
XGW.DTLS.SrtpKeys 
    



      
Turns a finished DTLS handshake into the keys SRTP needs for media.
Plain-language flow
After DTLS succeeds, TLS has a shared secret but media packets still use a
different encryption format called SRTP (Secure Real-time Transport
Protocol). RFC 5764 defines how to export a fixed-length blob of keying
material from DTLS and split it into client/server write keys and salts.
This module:
	Calls OTP :ssl.export_key_materials/4 with the DTLS-SRTP extractor label.
	Parses the 60-byte layout into {client_key, client_salt, server_key, server_salt}.
	Leaves HMAC key derivation to XMediaLib.Srtp (SRTP KDF).

OTP expects the Contexts argument as a list (for example [:no_context]),
not a bare atom -- a common footgun when calling the exporter by hand.
RFCs
	RFC 5764 -- DTLS-SRTP key export (EXTRACTOR-dtls_srtp) and key/salt layout
	RFC 3711 -- SRTP (consumes the exported material via SRTP KDF)


      


      
        Summary


  
    Types
  


    
      
        keys()

      


        Parsed DTLS-SRTP keying material (client and server write pairs).



    





  
    Functions
  


    
      
        export(ssl_sock)

      


        Exports and parses DTLS-SRTP keying material from a connected DTLS socket.



    


    
      
        export_safe(ssl_sock)

      


        Like export/1, but rescues unexpected errors and returns {:error, exception}.



    


    
      
        parse_materials(materials)

      


        Parses exported key material (RFC 5764: 60-byte master keys and salts).



    





      


      
        Types


        


  
    
      
    
    
      keys()



        
          
        

    

  


  

      

          @type keys() ::
  {client_key :: binary(), client_salt :: binary(), server_key :: binary(),
   server_salt :: binary()}


      


Parsed DTLS-SRTP keying material (client and server write pairs).

  


        

      

      
        Functions


        


  
    
      
    
    
      export(ssl_sock)



        
          
        

    

  


  

      

          @spec export(:ssl.sslsocket()) :: {:ok, keys()} | {:error, term()}


      


Exports and parses DTLS-SRTP keying material from a connected DTLS socket.

  



  
    
      
    
    
      export_safe(ssl_sock)



        
          
        

    

  


  

      

          @spec export_safe(:ssl.sslsocket()) :: {:ok, keys()} | {:error, term()}


      


Like export/1, but rescues unexpected errors and returns {:error, exception}.

  



  
    
      
    
    
      parse_materials(materials)



        
          
        

    

  


  

      

          @spec parse_materials(binary()) :: {:ok, keys()} | :error


      


Parses exported key material (RFC 5764: 60-byte master keys and salts).
Extra exporter bytes are ignored. HMAC keys are derived by SRTP KDF, not this split.
Examples
iex> blob = :crypto.strong_rand_bytes(60)
iex> {:ok, {ck, cs, sk, ss}} = XGW.DTLS.SrtpKeys.parse_materials(blob)
iex> {byte_size(ck), byte_size(cs), byte_size(sk), byte_size(ss)}
{16, 14, 16, 14}

iex> XGW.DTLS.SrtpKeys.parse_materials(<<1, 2, 3>>)
:error

  


        

      


  

    
XGW.DTLS.Transport 
    



      
Adapts OTP :ssl DTLS to XGW's shared Listener socket.
Role in the stack
Erlang's SSL application talks to the network through a small callback
info (cb_info) module. This module is that adapter: inbound DTLS
datagrams are injected into the connection owner after the Listener
demuxes them, and outbound DTLS bytes go out through the same UDP (or
ICE-TCP / TURN-wrapped) path the Peer already selected.
Without this layer, OTP would open a second UDP port and break WebRTC's
"one 5-tuple for STUN + DTLS + SRTP" model.
RFCs
	RFC 9147 / RFC 6347 -- DTLS datagram transport
	RFC 7983 -- sharing one 5-tuple with STUN and SRTP
	RFC 8656 -- TURN Send Indication / ChannelData when the selected path is relay
	RFC 6544 -- ICE-TCP framing when the selected path is TCP


      


      
        Summary


  
    Types
  


    
      
        socket()

      


        UDP socket used as the DTLS datagram transport (:gen_udp port).



    





  
    Functions
  


    
      
        clear_inject_owner(socket, remote)

      


        Clears per-remote inject owner (multi-peer shared socket).



    


    
      
        clear_relay_send(socket, peer \\ nil)

      


        Clears TURN relay send routing.



    


    
      
        clear_tcp_send(socket, peer \\ nil)

      


        Clears ICE-TCP send routing so send/4 uses UDP (or TURN) again.



    


    
      
        close(socket)

      


        No-op close for :ssl transport callbacks (Listener owns the UDP socket).



    


    
      
        controlling_process(socket, pid)

      


        Sets the process that receives injected {:udp, socket, ip, port, data} messages.



    


    
      
        getopts(socket, opts)

      


        Returns inet options for the underlying UDP socket.



    


    
      
        ignore_owner(pid)

      


        Marks pid so later controlling_process/2 calls do not make it the DTLS UDP owner.



    


    
      
        inject(socket, ip, port, data)

      


        Delivers an inbound DTLS datagram to the current owner, or queues until one is set.



    


    
      
        open(port, opts)

      


        Opens a UDP socket suitable for :ssl DTLS cb_info (binary, inactive).



    


    
      
        peername(socket)

      


        Peer address for :ssl callbacks.



    


    
      
        port(socket)

      


        Local UDP port from sockname/1.



    


    
      
        reset_owner(socket)

      


        Restores the DTLS UDP owner to the packet demux (or clears it) and drops pending.



    


    
      
        send(socket, ip, port, data)

      


        Sends a DTLS datagram toward ip/port.



    


    
      
        set_inject_owner(socket, remote, owner \\ nil)

      


        Binds DTLS injects from remote to the current demux/owner (or owner if given).



    


    
      
        set_relay_send(socket, allocation, peer, opts \\ [])

      


        Routes subsequent send/4 datagrams through TURN toward peer.



    


    
      
        set_tcp_send(socket, tcp_sock, peer)

      


        Routes subsequent DTLS send/4 datagrams as ICE-TCP framed payloads on tcp_sock.



    


    
      
        setopts(socket, opts)

      


        Applies inet options, ignoring :active / :deliver (Listener owns recv mode).



    


    
      
        sockname(socket)

      


        Local sockname via the owning Listener GenServer.



    





      


      
        Types


        


  
    
      
    
    
      socket()



        
          
        

    

  


  

      

          @type socket() :: port()


      


UDP socket used as the DTLS datagram transport (:gen_udp port).

  


        

      

      
        Functions


        


  
    
      
    
    
      clear_inject_owner(socket, remote)



        
          
        

    

  


  

      

          @spec clear_inject_owner(
  socket(),
  {:inet.ip_address(), :inet.port_number()}
) :: :ok


      


Clears per-remote inject owner (multi-peer shared socket).

  



    

  
    
      
    
    
      clear_relay_send(socket, peer \\ nil)



        
          
        

    

  


  

      

          @spec clear_relay_send(socket(), {:inet.ip_address(), :inet.port_number()} | nil) ::
  :ok


      


Clears TURN relay send routing.
With peer, clears only that remote on a shared Listener socket.

  



    

  
    
      
    
    
      clear_tcp_send(socket, peer \\ nil)



        
          
        

    

  


  

      

          @spec clear_tcp_send(socket(), {:inet.ip_address(), :inet.port_number()} | nil) :: :ok


      


Clears ICE-TCP send routing so send/4 uses UDP (or TURN) again.
With peer, clears only that remote on a shared Listener socket.

  



  
    
      
    
    
      close(socket)



        
          
        

    

  


  

      

          @spec close(socket()) :: :ok


      


No-op close for :ssl transport callbacks (Listener owns the UDP socket).

  



  
    
      
    
    
      controlling_process(socket, pid)



        
          
        

    

  


  

      

          @spec controlling_process(socket(), pid()) :: :ok


      


Sets the process that receives injected {:udp, socket, ip, port, data} messages.
Flushes any packets queued before an owner was set. Ignored owners (see
ignore_owner/1) leave the previous owner unchanged.

  



  
    
      
    
    
      getopts(socket, opts)



        
          
        

    

  


  

      

          @spec getopts(socket(), [atom()]) :: {:ok, keyword()} | {:error, term()}


      


Returns inet options for the underlying UDP socket.

  



  
    
      
    
    
      ignore_owner(pid)



        
          
        

    

  


  

      

          @spec ignore_owner(pid()) :: :ok


      


Marks pid so later controlling_process/2 calls do not make it the DTLS UDP owner.
Used before :ssl.controlling_process(ssl_sock, peer) so Peer receives {:ssl, ...}
without stealing post-handshake DTLS injects needed for SCTP.

  



  
    
      
    
    
      inject(socket, ip, port, data)



        
          
        

    

  


  

      

          @spec inject(socket(), :inet.ip_address(), :inet.port_number(), binary()) :: :ok


      


Delivers an inbound DTLS datagram to the current owner, or queues until one is set.

  



  
    
      
    
    
      open(port, opts)



        
          
        

    

  


  

      

          @spec open(
  :inet.port_number(),
  keyword()
) :: {:ok, socket()} | {:error, term()}


      


Opens a UDP socket suitable for :ssl DTLS cb_info (binary, inactive).
When the process dictionary has {__MODULE__, :listener}, registers the
socket in :persistent_term for inject/send routing.

  



  
    
      
    
    
      peername(socket)



        
          
        

    

  


  

      

          @spec peername(socket()) :: {:ok, {:inet.ip_address(), :inet.port_number()}}


      


Peer address for :ssl callbacks.
When TURN relay send is armed, returns the remote ICE peer for this
association (or the singleton); otherwise a placeholder (host DTLS over
shared UDP is connectionless from OTP's view).

  



  
    
      
    
    
      port(socket)



        
          
        

    

  


  

      

          @spec port(socket()) :: :inet.port_number()


      


Local UDP port from sockname/1.

  



  
    
      
    
    
      reset_owner(socket)



        
          
        

    

  


  

      

          @spec reset_owner(socket()) :: :ok


      


Restores the DTLS UDP owner to the packet demux (or clears it) and drops pending.
Keeps listener / relay_send / demux entries. Used when restarting ICE/DTLS
on a shared Listener so inbound injects still reach OTP's demux.

  



  
    
      
    
    
      send(socket, ip, port, data)



        
          
        

    

  


  

      

          @spec send(socket(), :inet.ip_address(), :inet.port_number(), iodata()) ::
  :ok | {:error, term()}


      


Sends a DTLS datagram toward ip/port.
When ICE-TCP or TURN relay send is armed, forwards via framed TCP or TURN
instead of a direct UDP send.

  



    

  
    
      
    
    
      set_inject_owner(socket, remote, owner \\ nil)



        
          
        

    

  


  

      

          @spec set_inject_owner(
  socket(),
  {:inet.ip_address(), :inet.port_number()},
  pid() | nil
) :: :ok


      


Binds DTLS injects from remote to the current demux/owner (or owner if given).
Used when a Peer arms DTLS for a selected ICE remote on a shared Listener socket.

  



    

  
    
      
    
    
      set_relay_send(socket, allocation, peer, opts \\ [])



        
          
        

    

  


  

      

          @spec set_relay_send(
  socket(),
  map(),
  {:inet.ip_address(), :inet.port_number()},
  keyword()
) :: :ok


      


Routes subsequent send/4 datagrams through TURN toward peer.
When channel: is set (0x4000..0x7FFF), uses ChannelData; otherwise Send Indication.
Used after ICE nominates a relay local so DTLS appears to come from the relayed
address (browser selected the relay path).

  



  
    
      
    
    
      set_tcp_send(socket, tcp_sock, peer)



        
          
        

    

  


  

      

          @spec set_tcp_send(socket(), port(), {:inet.ip_address(), :inet.port_number()}) :: :ok


      


Routes subsequent DTLS send/4 datagrams as ICE-TCP framed payloads on tcp_sock.
OTP cannot DTLS-upgrade a gen_tcp socket ({:dtls_upgrade, :notsup}); ICE-TCP
therefore reuses the UDP DTLS stack and forwards records over the nominated TCP
connection with RFC 4571 framing.

  



  
    
      
    
    
      setopts(socket, opts)



        
          
        

    

  


  

      

          @spec setopts(
  socket(),
  keyword()
) :: :ok | {:error, term()}


      


Applies inet options, ignoring :active / :deliver (Listener owns recv mode).

  



  
    
      
    
    
      sockname(socket)



        
          
        

    

  


  

      

          @spec sockname(socket()) ::
  {:ok, {:inet.ip_address(), :inet.port_number()}} | {:error, term()}


      


Local sockname via the owning Listener GenServer.

  


        

      


  

    
XGW.Demux 
    



      
Separates mixed UDP packets that share one socket into STUN, DTLS, and media.
Why demux exists
WebRTC reuses a single 5-tuple (same IP/port pair) for several protocols at
once: connectivity probes (STUN), the security handshake (DTLS), and
the media itself (RTP / RTCP). The first byte of each datagram tells
you which protocol it is (RFC 7983). This module only classifies bytes; it
does not parse STUN attributes or decrypt SRTP.
RTP and RTCP can also share the same port (RTCP-mux, RFC 5761). When the
first-byte range is the media bucket (128-191), classify_media/1 looks at
the RTP payload type field: values 64-95 mean RTCP, otherwise RTP.
RFCs
	RFC 7983 -- first-byte demultiplexing of STUN, DTLS, ZRTP, TURN ChannelData, RTP/RTCP
	RFC 5761 -- RTP/RTCP multiplexing (payload-type split in the media range)


      


      
        Summary


  
    Types
  


    
      
        kind()

      


        Full ingress classification including RTP vs RTCP split.



    


    
      
        protocol()

      


        RFC 7983 first-byte protocol bucket.



    





  
    Functions
  


    
      
        classify(arg1)

      


        Classifies a packet by its first byte (RFC 7983).



    


    
      
        classify_kind(data)

      


        Full ingress classification: RFC 7983 first byte, then media PT split when applicable.



    


    
      
        classify_media(arg1)

      


        Classifies an RFC 7983 RTP/RTCP-range packet as RTP or RTCP (RFC 5761 mux PT rule).



    





      


      
        Types


        


  
    
      
    
    
      kind()



        
          
        

    

  


  

      

          @type kind() :: :stun | :zrtp | :dtls | :turn_channel | :rtp | :rtcp | :unknown


      


Full ingress classification including RTP vs RTCP split.

  



  
    
      
    
    
      protocol()



        
          
        

    

  


  

      

          @type protocol() :: :stun | :zrtp | :dtls | :turn_channel | :rtp_rtcp | :unknown


      


RFC 7983 first-byte protocol bucket.

  


        

      

      
        Functions


        


  
    
      
    
    
      classify(arg1)



        
          
        

    

  


  

      

          @spec classify(binary()) :: {:ok, protocol()} | {:error, :empty}


      


Classifies a packet by its first byte (RFC 7983).
Examples
iex> XGW.Demux.classify(<<0, 0, 0, 0>>)
{:ok, :stun}

iex> XGW.Demux.classify(<<22, 0>>)
{:ok, :dtls}

iex> XGW.Demux.classify(<<128, 0>>)
{:ok, :rtp_rtcp}

iex> XGW.Demux.classify(<<>>)
{:error, :empty}

  



  
    
      
    
    
      classify_kind(data)



        
          
        

    

  


  

      

          @spec classify_kind(binary()) :: {:ok, kind()} | {:error, :empty | :too_short}


      


Full ingress classification: RFC 7983 first byte, then media PT split when applicable.
Examples
iex> XGW.Demux.classify_kind(<<0, 1, 2>>)
{:ok, :stun}

iex> XGW.Demux.classify_kind(<<22, 0>>)
{:ok, :dtls}

iex> XGW.Demux.classify_kind(<<128, 111, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0>>)
{:ok, :rtp}

  



  
    
      
    
    
      classify_media(arg1)



        
          
        

    

  


  

      

          @spec classify_media(binary()) :: {:ok, :rtp | :rtcp} | {:error, :too_short}


      


Classifies an RFC 7983 RTP/RTCP-range packet as RTP or RTCP (RFC 5761 mux PT rule).
Examples
iex> XGW.Demux.classify_media(<<2::2, 0::6, 0::1, 63::7, 0::16, 0::32, 0::32>>)
{:ok, :rtp}

iex> XGW.Demux.classify_media(<<2::2, 0::6, 0::1, 64::7, 0::16, 0::32, 0::32>>)
{:ok, :rtcp}

iex> XGW.Demux.classify_media(<<128>>)
{:error, :too_short}

  


        

      


  

    
XGW.Descriptions 
    



      
Turns negotiated Session Description Protocol (SDP) text into a transport
config map that XGW.Peer can use.
What SDP is (for readers new to WebRTC)
Before two endpoints send audio or video, they exchange short text documents
called SDP offers and answers. Those documents list:
	which codecs and media lines are in use
	ICE usernames/passwords used to authenticate connectivity probes
	the DTLS certificate fingerprint used to trust the encryption handshake
	optional candidates (IP/port addresses to try)
	whether a data channel (SCTP) is negotiated

Signaling (HTTP, WebSocket, SIP) carries those documents. XGW does not invent
SDP; it consumes the pair your app already negotiated (for example via
WebSocket/JSEP or SIP + xsdp) and
extracts only the fields needed to run ICE/DTLS/SRTP.
Behavior notes
Uses XMediaLib.SDP only. ICE-lite v1 picks the first bundled DTLS-SRTP
m-line for fingerprint and ICE credentials. Session-level a=fingerprint /
ICE / setup attributes (common in Firefox) are inherited onto media lines
when those fields are absent at media level.
RFCs
	RFC 8866 -- Session Description Protocol (SDP)
	RFC 8829 -- JSEP (offer/answer usage in WebRTC)
	RFC 8445 -- ICE credentials and candidates in SDP
	RFC 8122 -- a=fingerprint
	RFC 8841 -- SDP for SCTP data channels (when an application m-line is present)


      


      
        Summary


  
    Types
  


    
      
        config()

      


        Parsed transport and media config for one peer.



    


    
      
        media_info()

      


        Per-m-line media summary from the remote offer.



    


    
      
        sctp_info()

      


        Negotiated SCTP data-channel ports when an application m-line is present.



    


    
      
        sdp_input()

      


        SDP offer or answer as binary or parsed struct.



    





  
    Functions
  


    
      
        build(remote_offer, local_answer, opts \\ [])

      


        Parses offer and answer into peer config.



    


    
      
        fingerprints_match?(fingerprint1, fingerprint2)

      


        Compares two SDP fingerprints (case-insensitive value).



    


    
      
        normalize_fingerprint(value)

      


        Normalizes an SDP fingerprint value to uppercase trimmed hex.



    


    
      
        parse_sdp(sdp)

      


        Parses SDP input into %XMediaLib.SDP{}.



    


    
      
        restart_remote(offer)

      


        Parses a restart offer for new remote ICE credentials and candidates.



    





      


      
        Types


        


  
    
      
    
    
      config()



        
          
        

    

  


  

      

          @type config() :: %{
  remote_fingerprint: XMediaLib.SDP.Fingerprint.t(),
  local_fingerprint: XMediaLib.SDP.Fingerprint.t(),
  setup: XMediaLib.SDP.Media.setup(),
  bundle_mids: [String.t()],
  media_by_mid: %{optional(String.t()) => media_info()},
  remote_candidates: [XMediaLib.SDP.Candidate.t()],
  local_candidates: [XMediaLib.SDP.Candidate.t()],
  ssrc_to_mid: %{optional(non_neg_integer()) => String.t()},
  sctp: sctp_info() | nil,
  ice: %{
    local_ufrag: String.t(),
    local_pwd: String.t(),
    remote_ufrag: String.t(),
    remote_pwd: String.t(),
    local_setup: XMediaLib.SDP.Media.setup(),
    remote_setup: XMediaLib.SDP.Media.setup()
  }
}


      


Parsed transport and media config for one peer.
Fields
	:remote_fingerprint / :local_fingerprint - DTLS cert digests from SDP
	:setup - local DTLS setup (:passive / :active / ...)
	:bundle_mids - BUNDLE group mids from the offer
	:media_by_mid - per-mid codec/SSRC summary from the offer
	:remote_candidates / :local_candidates - ICE candidates from offer/answer
	:ssrc_to_mid - offer SSRC map used to tag inbound RTP meta
	:sctp - negotiated data-channel ports, or nil
	:ice - local/remote ufrag, pwd, and setup atoms


  



  
    
      
    
    
      media_info()



        
          
        

    

  


  

      

          @type media_info() :: %{
  mid: String.t() | nil,
  type: XMediaLib.SDP.Media.type() | nil,
  protocol: XMediaLib.SDP.Media.protocol() | nil,
  rtcp_mux: boolean(),
  codecs: [XMediaLib.SDP.Codec.t()],
  ssrcs: [XMediaLib.SDP.Ssrc.t()]
}


      


Per-m-line media summary from the remote offer.
Fields
	:mid - media identification tag
	:type / :protocol - SDP media type and proto
	:rtcp_mux - whether RTCP shares the RTP port
	:codecs / :ssrcs - negotiated codecs and SSRCs


  



  
    
      
    
    
      sctp_info()



        
          
        

    

  


  

      

          @type sctp_info() :: %{
  remote_port: non_neg_integer(),
  local_port: non_neg_integer(),
  max_message_size: non_neg_integer() | nil
}


      


Negotiated SCTP data-channel ports when an application m-line is present.
Fields
	:remote_port / :local_port - SCTP port numbers from offer/answer
	:max_message_size - optional max message size from SDP


  



  
    
      
    
    
      sdp_input()



        
          
        

    

  


  

      

          @type sdp_input() :: binary() | XMediaLib.SDP.t()


      


SDP offer or answer as binary or parsed struct.

  


        

      

      
        Functions


        


    

  
    
      
    
    
      build(remote_offer, local_answer, opts \\ [])



        
          
        

    

  


  

      

          @spec build(sdp_input(), sdp_input(), keyword()) :: {:ok, config()} | {:error, term()}


      


Parses offer and answer into peer config.
Returns {:error, :invalid_sdp}, {:error, :missing_fingerprint},
{:error, :missing_ice_credentials}, or {:error, :invalid_setup} when
ice_lite: true and local setup is not :passive.

  



  
    
      
    
    
      fingerprints_match?(fingerprint1, fingerprint2)



        
          
        

    

  


  

      

          @spec fingerprints_match?(
  XMediaLib.SDP.Fingerprint.t(),
  XMediaLib.SDP.Fingerprint.t()
) :: boolean()


      


Compares two SDP fingerprints (case-insensitive value).
Examples
iex> a = %XMediaLib.SDP.Fingerprint{algorithm: "sha-256", value: "aa:bb:cc"}
iex> b = %XMediaLib.SDP.Fingerprint{algorithm: "SHA-256", value: "AA:BB:CC"}
iex> XGW.Descriptions.fingerprints_match?(a, b)
true

iex> a = %XMediaLib.SDP.Fingerprint{algorithm: "sha-256", value: "aa:bb:cc"}
iex> b = %XMediaLib.SDP.Fingerprint{algorithm: "sha-256", value: "dd:ee:ff"}
iex> XGW.Descriptions.fingerprints_match?(a, b)
false

  



  
    
      
    
    
      normalize_fingerprint(value)



        
          
        

    

  


  

      

          @spec normalize_fingerprint(String.t()) :: String.t()


      


Normalizes an SDP fingerprint value to uppercase trimmed hex.
Examples
iex> XGW.Descriptions.normalize_fingerprint("aa:bb:cc")
"AA:BB:CC"

iex> XGW.Descriptions.normalize_fingerprint("  aa:bb  ")
"AA:BB"

  



  
    
      
    
    
      parse_sdp(sdp)



        
          
        

    

  


  

      

          @spec parse_sdp(sdp_input()) :: {:ok, XMediaLib.SDP.t()} | {:error, :invalid_sdp}


      


Parses SDP input into %XMediaLib.SDP{}.
Accepts a parsed struct or binary. Returns {:error, :invalid_sdp} for
non-string, non-struct input.

  



  
    
      
    
    
      restart_remote(offer)



        
          
        

    

  


  

      

          @spec restart_remote(sdp_input()) ::
  {:ok,
   %{
     remote_ice_ufrag: String.t(),
     remote_ice_pwd: String.t(),
     remote_candidates: [XMediaLib.SDP.Candidate.t()]
   }}
  | {:error, term()}


      


Parses a restart offer for new remote ICE credentials and candidates.
Local ufrag/pwd are unchanged in v1; only remote side updates.

  


        

      


  

    
XGW.ICE 
    



      
Shared Interactive Connectivity Establishment (ICE) types and pure helpers.
What ICE is
Home and office networks usually put devices behind a NAT: the address
your laptop thinks it has is not the address the public internet sees.
Firewalls may also block inbound UDP. ICE (RFC 8445) is the WebRTC
procedure for discovering workable address/port pairs (candidates),
probing them with STUN Binding checks, and nominating one pair for media.
Candidate kinds you will see in XGW:
	host -- a local interface address on this machine
	srflx (server reflexive) -- the public address discovered via STUN
	relay -- an address on a TURN server that forwards packets for you
	prflx (peer reflexive) -- learned from the far side during a check

This module holds types and pure functions used by both ICE-lite
(XGW.ICE.Lite, controlled-only responses) and ICE-full
(XGW.ICE.Full, gather + checklist + outbound checks). Gathering lives in
XGW.ICE.Gather; pair state in XGW.ICE.Checklist. Candidates on the wire
are %XMediaLib.SDP.Candidate{} structs.
RFCs
	RFC 8445 -- ICE (candidates, roles, priorities, foundations, nomination)
	RFC 8489 -- STUN Binding used as connectivity checks
	RFC 8656 -- TURN relay candidates (gather/checklist integration)


      


      
        Summary


  
    Types
  


    
      
        candidate_type()

      


        ICE candidate type (RFC 8445).



    


    
      
        endpoint()

      


        Remote UDP endpoint {ip, port}.



    


    
      
        ice_phase()

      


        ICE agent connection phase (full ICE state machine).



    


    
      
        role()

      


        ICE controlling vs controlled role.



    


    
      
        transport()

      


        ICE candidate transport.



    





  
    Functions
  


    
      
        candidate_line(c)

      


        SDP a=candidate: attribute value (without the a= prefix).



    


    
      
        candidate_priority(type, component_id, local_preference)

      


        RFC 8445 section 5.1.2 candidate priority from type, component, local preference.



    


    
      
        coerce_candidate(c)

      


        Coerces trickle input to %Candidate{}.



    


    
      
        endpoint(candidate)

      


        Returns {ip, port} for a parsed candidate.



    


    
      
        format_ip(ip)

      


        Formats an IPv4/IPv6 tuple as a dotted/colon string for SDP.



    


    
      
        foundation(type, ip, transport)

      


        RFC 8445 section 5.1.1 candidate foundation (stable for agent lifetime).



    


    
      
        host_priority(component_id, local_preference \\ 65535)

      


        RFC 8445 section 5.1.2 host candidate priority.



    


    
      
        local_preference_from_priority(candidate)

      


        Local preference encoded in a host candidate priority.



    


    
      
        merge_remote(existing, incoming)

      


        Merges remote candidates: dedup by {foundation, component_id, ip, port},
sort descending by priority (RFC 8445).



    


    
      
        pair_priority(role, local_priority, remote_priority)

      


        RFC 8445 section 6.1.2.1 pair priority from controlling/controlled priorities.



    


    
      
        prflx_candidate(arg, priority, transport \\ "udp")

      


        Builds a peer-reflexive remote candidate from an inbound check source address.



    


    
      
        role(arg1, arg2)

      


        Maps answerer DTLS setup to ICE role for full-ICE answers.



    


    
      
        same_address_family?(a, b)

      


        True when both candidates resolve to the same IP version (IPv4 or IPv6).



    


    
      
        transport_atom(t)

      


        Maps SDP transport string to an atom.



    


    
      
        type_atom(arg1)

      


        Maps SDP candidate type string to an atom.



    


    
      
        type_preference(atom)

      


        RFC 8445 section 5.1.2 type preference for a candidate type.



    


    
      
        usable_endpoint?(cand)

      


        True when candidate has a parseable, non-unspecified IP (not mDNS / 0.0.0.0).



    


    
      
        valid?(candidate)

      


        Returns true when the candidate has a foundation and allowed type.



    


    
      
        validate_mid(arg1, mids)

      


        Validates trickle :mid / :mline_index against bundled mids when present.



    





      


      
        Types


        


  
    
      
    
    
      candidate_type()



        
          
        

    

  


  

      

          @type candidate_type() :: :host | :srflx | :relay | :prflx


      


ICE candidate type (RFC 8445).

  



  
    
      
    
    
      endpoint()



        
          
        

    

  


  

      

          @type endpoint() :: {:inet.ip_address(), :inet.port_number()}


      


Remote UDP endpoint {ip, port}.

  



  
    
      
    
    
      ice_phase()



        
          
        

    

  


  

      

          @type ice_phase() ::
  :gathering | :checking | :connected | :completed | :failed | :disconnected


      


ICE agent connection phase (full ICE state machine).

  



  
    
      
    
    
      role()



        
          
        

    

  


  

      

          @type role() :: :controlling | :controlled


      


ICE controlling vs controlled role.

  



  
    
      
    
    
      transport()



        
          
        

    

  


  

      

          @type transport() :: :udp | :tcp


      


ICE candidate transport.

  


        

      

      
        Functions


        


  
    
      
    
    
      candidate_line(c)



        
          
        

    

  


  

      

          @spec candidate_line(XMediaLib.SDP.Candidate.t()) :: String.t()


      


SDP a=candidate: attribute value (without the a= prefix).
Examples
iex> c = %XMediaLib.SDP.Candidate{
...>   foundation: "1",
...>   component_id: 1,
...>   transport: "udp",
...>   priority: 100,
...>   ip: "192.0.2.1",
...>   port: 5000,
...>   type: "host"
...> }
iex> XGW.ICE.candidate_line(c)
"candidate:1 1 UDP 100 192.0.2.1 5000 typ host"

  



  
    
      
    
    
      candidate_priority(type, component_id, local_preference)



        
          
        

    

  


  

      

          @spec candidate_priority(candidate_type(), non_neg_integer(), non_neg_integer()) ::
  non_neg_integer()


      


RFC 8445 section 5.1.2 candidate priority from type, component, local preference.
Examples
iex> XGW.ICE.candidate_priority(:host, 1, 65_535) == XGW.ICE.host_priority(1)
true

  



  
    
      
    
    
      coerce_candidate(c)



        
          
        

    

  


  

      

          @spec coerce_candidate(XMediaLib.SDP.Candidate.t() | String.t()) ::
  {:ok, XMediaLib.SDP.Candidate.t()} | {:error, term()}


      


Coerces trickle input to %Candidate{}.

  



  
    
      
    
    
      endpoint(candidate)



        
          
        

    

  


  

      

          @spec endpoint(XMediaLib.SDP.Candidate.t()) :: endpoint()


      


Returns {ip, port} for a parsed candidate.
Examples
iex> XGW.ICE.endpoint(%XMediaLib.SDP.Candidate{ip: "192.0.2.1", port: 5000})
{{192, 0, 2, 1}, 5000}

  



  
    
      
    
    
      format_ip(ip)



        
          
        

    

  


  

      

          @spec format_ip(:inet.ip_address()) :: String.t()


      


Formats an IPv4/IPv6 tuple as a dotted/colon string for SDP.
Examples
iex> XGW.ICE.format_ip({192, 0, 2, 1})
"192.0.2.1"

  



  
    
      
    
    
      foundation(type, ip, transport)



        
          
        

    

  


  

      

          @spec foundation(String.t(), :inet.ip_address() | String.t(), String.t()) ::
  String.t()


      


RFC 8445 section 5.1.1 candidate foundation (stable for agent lifetime).
Hash of (type, base_ip, transport) masked to 32 bits.
Examples
iex> XGW.ICE.foundation("host", {192, 0, 2, 1}, "udp") ==
...>   XGW.ICE.foundation("host", "192.0.2.1", "UDP")
true

  



    

  
    
      
    
    
      host_priority(component_id, local_preference \\ 65535)



        
          
        

    

  


  

      

          @spec host_priority(non_neg_integer(), non_neg_integer()) :: non_neg_integer()


      


RFC 8445 section 5.1.2 host candidate priority.
local_preference defaults to 65535 (single interface).
Examples
iex> XGW.ICE.host_priority(1, 65_535) == XGW.ICE.candidate_priority(:host, 1, 65_535)
true

  



  
    
      
    
    
      local_preference_from_priority(candidate)



        
          
        

    

  


  

      

          @spec local_preference_from_priority(XMediaLib.SDP.Candidate.t()) :: non_neg_integer()


      


Local preference encoded in a host candidate priority.

  



  
    
      
    
    
      merge_remote(existing, incoming)



        
          
        

    

  


  

      

          @spec merge_remote([XMediaLib.SDP.Candidate.t()], [XMediaLib.SDP.Candidate.t()]) :: [
  XMediaLib.SDP.Candidate.t()
]


      


Merges remote candidates: dedup by {foundation, component_id, ip, port},
sort descending by priority (RFC 8445).
Examples
iex> low = %XMediaLib.SDP.Candidate{
...>   foundation: "1", component_id: 1, transport: "udp",
...>   priority: 100, ip: "192.0.2.1", port: 5000, type: "host"
...> }
iex> high = %{low | foundation: "2", priority: 200, ip: "192.0.2.2", port: 5001}
iex> Enum.map(XGW.ICE.merge_remote([low], [high, high]), & &1.priority)
[200, 100]

  



  
    
      
    
    
      pair_priority(role, local_priority, remote_priority)



        
          
        

    

  


  

      

          @spec pair_priority(role(), non_neg_integer(), non_neg_integer()) :: non_neg_integer()


      


RFC 8445 section 6.1.2.1 pair priority from controlling/controlled priorities.
Examples
iex> XGW.ICE.pair_priority(:controlling, 100, 50)
Bitwise.bsl(50, 32) + 2 * 100 + 1

iex> XGW.ICE.pair_priority(:controlled, 100, 50)
Bitwise.bsl(50, 32) + 2 * 100 + 0

  



    

  
    
      
    
    
      prflx_candidate(arg, priority, transport \\ "udp")



        
          
        

    

  


  

      

          @spec prflx_candidate(endpoint(), non_neg_integer(), String.t()) ::
  XMediaLib.SDP.Candidate.t()


      


Builds a peer-reflexive remote candidate from an inbound check source address.

  



  
    
      
    
    
      role(arg1, arg2)



        
          
        

    

  


  

      

          @spec role(XMediaLib.SDP.Media.setup(), XMediaLib.SDP.Media.setup()) ::
  {:ok, role()} | {:error, :unsupported_setup}


      


Maps answerer DTLS setup to ICE role for full-ICE answers.
XGW convention (not RFC 8445 pt.5.1.1): offer actpass + answer passive
(DTLS server) -> ICE :controlled; offer actpass + answer active ->
:controlling. ICE-lite agents are always controlled per RFC 8445
pt.6.1.1 regardless of this helper.
Examples
iex> XGW.ICE.role(:actpass, :passive)
{:ok, :controlled}

iex> XGW.ICE.role(:actpass, :active)
{:ok, :controlling}

iex> XGW.ICE.role(:active, :passive)
{:error, :unsupported_setup}

  



  
    
      
    
    
      same_address_family?(a, b)



        
          
        

    

  


  

      

          @spec same_address_family?(XMediaLib.SDP.Candidate.t(), XMediaLib.SDP.Candidate.t()) ::
  boolean()


      


True when both candidates resolve to the same IP version (IPv4 or IPv6).
Examples
iex> a = %XMediaLib.SDP.Candidate{ip: "192.0.2.1", port: 1}
iex> b = %XMediaLib.SDP.Candidate{ip: "198.51.100.1", port: 2}
iex> XGW.ICE.same_address_family?(a, b)
true

  



  
    
      
    
    
      transport_atom(t)



        
          
        

    

  


  

      

          @spec transport_atom(String.t()) :: transport() | nil


      


Maps SDP transport string to an atom.
Examples
iex> XGW.ICE.transport_atom("UDP")
:udp

  



  
    
      
    
    
      type_atom(arg1)



        
          
        

    

  


  

      

          @spec type_atom(String.t()) :: candidate_type() | nil


      


Maps SDP candidate type string to an atom.
Examples
iex> XGW.ICE.type_atom("host")
:host

iex> XGW.ICE.type_atom("nope")
nil

  



  
    
      
    
    
      type_preference(atom)



        
          
        

    

  


  

      

          @spec type_preference(candidate_type()) :: non_neg_integer()


      


RFC 8445 section 5.1.2 type preference for a candidate type.
Examples
iex> XGW.ICE.type_preference(:host)
126

iex> XGW.ICE.type_preference(:relay)
0

  



  
    
      
    
    
      usable_endpoint?(cand)



        
          
        

    

  


  

      

          @spec usable_endpoint?(XMediaLib.SDP.Candidate.t()) :: boolean()


      


True when candidate has a parseable, non-unspecified IP (not mDNS / 0.0.0.0).
Examples
iex> XGW.ICE.usable_endpoint?(%XMediaLib.SDP.Candidate{ip: "192.0.2.1", port: 1})
true

iex> XGW.ICE.usable_endpoint?(%XMediaLib.SDP.Candidate{ip: "0.0.0.0", port: 1})
false

  



  
    
      
    
    
      valid?(candidate)



        
          
        

    

  


  

      

          @spec valid?(XMediaLib.SDP.Candidate.t()) :: boolean()


      


Returns true when the candidate has a foundation and allowed type.
Examples
iex> XGW.ICE.valid?(%XMediaLib.SDP.Candidate{
...>   foundation: "1", type: "host", ip: "192.0.2.1", port: 1
...> })
true

iex> XGW.ICE.valid?(%XMediaLib.SDP.Candidate{foundation: nil, type: "host"})
false

  



  
    
      
    
    
      validate_mid(arg1, mids)



        
          
        

    

  


  

      

          @spec validate_mid(map(), [String.t()]) :: :ok | {:error, :media_not_found}


      


Validates trickle :mid / :mline_index against bundled mids when present.

  


        

      


  

    
XGW.ICE.Binding 
    



      
Builds and validates STUN Binding messages used as ICE connectivity checks.
Plain language
STUN (Session Traversal Utilities for NAT) is a small request/response
protocol often carried in UDP. ICE uses STUN Binding requests as
"can you hear me on this address?" probes. Successful checks prove a
candidate pair works; attributes such as ICE-CONTROLLING /
ICE-CONTROLLED and USE-CANDIDATE carry nomination and role info.
Integrity uses the SDP ice-pwd as a MESSAGE-INTEGRITY key. This module is
shared by ICE-lite (mostly inbound responses) and ICE-full (outbound checks
plus responses).
RFCs
	RFC 8489 -- STUN Binding request/response, MESSAGE-INTEGRITY, FINGERPRINT
	RFC 8445 -- ICE connectivity checks, USERNAME form, role attrs, USE-CANDIDATE


      


      
        Summary


  
    Types
  


    
      
        creds()

      


        Credential map for STUN encode/decode during ICE checks.



    





  
    Functions
  


    
      
        build_check_request(creds, priority, opts \\ [])

      


        Builds an outbound ICE connectivity check Binding request.



    


    
      
        build_success(req, arg, creds)

      


        Builds a Binding success response for an inbound request.



    


    
      
        connectivity_check?(stun)

      


        Returns true when the request is an ICE connectivity check (role attrs present).



    


    
      
        decode(data, creds)

      


        Decodes STUN Binding packets.



    


    
      
        use_candidate?(stun)

      


        Returns true when the request includes USE-CANDIDATE (nomination).



    


    
      
        valid_username?(arg1, creds)

      


        Returns true when USERNAME matches RFC 8445 inbound checks.



    





      


      
        Types


        


  
    
      
    
    
      creds()



        
          
        

    

  


  

      

          @type creds() :: %{
  optional(:ice_ufrag) => String.t(),
  optional(:ice_pwd) => String.t(),
  optional(:remote_ice_ufrag) => String.t() | nil,
  optional(:remote_ice_pwd) => String.t() | nil,
  optional(:tiebreaker) => binary(),
  optional(:role) => :controlling | :controlled
}


      


Credential map for STUN encode/decode during ICE checks.
Fields
	:ice_ufrag / :ice_pwd - local ICE credentials from SDP
	:remote_ice_ufrag / :remote_ice_pwd - remote credentials (optional until known)
	:tiebreaker - ICE role conflict tie-breaker
	:role - :controlling or :controlled


  


        

      

      
        Functions


        


    

  
    
      
    
    
      build_check_request(creds, priority, opts \\ [])



        
          
        

    

  


  

      

          @spec build_check_request(creds(), non_neg_integer(), keyword()) :: binary()


      


Builds an outbound ICE connectivity check Binding request.
USERNAME is remote:local (peer ufrag first); MESSAGE-INTEGRITY uses the
remote pwd (RFC 8445 pt.7.2.2).

  



  
    
      
    
    
      build_success(req, arg, creds)



        
          
        

    

  


  

      

          @spec build_success(
  XMediaLib.Stun.t(),
  {:inet.ip_address(), :inet.port_number()},
  creds()
) :: binary()


      


Builds a Binding success response for an inbound request.

  



  
    
      
    
    
      connectivity_check?(stun)



        
          
        

    

  


  

      

          @spec connectivity_check?(XMediaLib.Stun.t()) :: boolean()


      


Returns true when the request is an ICE connectivity check (role attrs present).

  



  
    
      
    
    
      decode(data, creds)



        
          
        

    

  


  

      

          @spec decode(binary(), creds()) :: {:ok, XMediaLib.Stun.t()} | {:error, term()}


      


Decodes STUN Binding packets.
Tries local ice_pwd first (ICE-lite inbound checks), then remote_ice_pwd
when set (peer-signed consent / full-ICE responses).

  



  
    
      
    
    
      use_candidate?(stun)



        
          
        

    

  


  

      

          @spec use_candidate?(XMediaLib.Stun.t()) :: boolean()


      


Returns true when the request includes USE-CANDIDATE (nomination).

  



  
    
      
    
    
      valid_username?(arg1, creds)



        
          
        

    

  


  

      

          @spec valid_username?(XMediaLib.Stun.t(), creds()) :: boolean()


      


Returns true when USERNAME matches RFC 8445 inbound checks.
The sender sets USERNAME to remote_candidate_ufrag:local_candidate_ufrag,
which at the receiver is ice_ufrag:remote_ice_ufrag.

  


        

      


  

    
XGW.ICE.Checklist 
    



      
Forms, sorts, and advances ICE candidate pairs through check states.
Why a checklist exists
Each local candidate can be paired with each remote candidate that shares
component id, transport, and address family. ICE tries those pairs in
priority order with STUN Binding checks. This module is the pure state
machine for that list: build/extend pairs, mark in-progress/succeeded/failed,
nominate, and pick the next check.
States follow RFC 8445 (:waiting, :in_progress, :succeeded, :failed,
:frozen).
ponytail: serial check queue (one :in_progress pair at a time); upgrade path:
parallel checks per foundation with per-pair RTO timers.
RFCs
	RFC 8445 -- candidate pair formation, priority, checklist states, nomination


      


      
        Summary


  
    Types
  


    
      
        pair()

      


        One local x remote candidate pair on the checklist.



    


    
      
        pair_state()

      


        Checklist pair state (:waiting | :in_progress | :succeeded | :failed | :frozen).



    





  
    Functions
  


    
      
        all_failed?(pairs)

      


        Returns true when all pairs are failed.



    


    
      
        build(locals, remotes, role)

      


        Builds UDP component-1 pairs from local and remote candidate lists.



    


    
      
        extend(existing, locals, remotes, role)

      


        Extends an existing checklist with pairs for new locals/remotes without resetting
in-progress or succeeded pair state (trickle during checking).



    


    
      
        find_by_remote(pairs, arg, local \\ nil)

      


        Finds pair matching remote endpoint and optional local candidate.



    


    
      
        find_by_transaction(pairs, transaction_id)

      


        Finds pair by outbound transaction id.



    


    
      
        mark_failed(pairs, target)

      


        Marks a pair failed (RTO exhausted).



    


    
      
        mark_in_progress(pairs, target, transaction_id, now_ms)

      


        Marks a pair :in_progress with a new transaction id.



    


    
      
        mark_pair_succeeded(pairs, target)

      


        Marks a specific pair succeeded by identity.



    


    
      
        mark_succeeded(pairs, transaction_id)

      


        Marks the pair matching transaction_id as succeeded.



    


    
      
        next_check(pairs)

      


        Returns the next pair needing an outbound check, or nil.



    


    
      
        nominate(pairs, local, remote)

      


        Marks the pair matching remote/local as nominated.



    


    
      
        nominated_succeeded?(pairs)

      


        Returns true when a nominated pair has succeeded.



    


    
      
        prune_redundant(pairs)

      


        Drops lower-priority pairs sharing the same local and remote foundation.



    


    
      
        rto_expired?(arg1, now_ms)

      


        Returns true when RTO has expired for an in-progress pair.



    


    
      
        same_pair?(a, b)

      


        Returns true when two pairs share the same local and remote foundations.



    


    
      
        schedule_retransmit(pairs, target)

      


        Schedules retransmit: doubles RTO unless max retransmits reached (-> failed).



    


    
      
        sort(pairs)

      


        Sorts pairs descending by priority.



    





      


      
        Types


        


  
    
      
    
    
      pair()



        
          
        

    

  


  

      

          @type pair() :: %{
  local: XMediaLib.SDP.Candidate.t(),
  remote: XMediaLib.SDP.Candidate.t(),
  priority: non_neg_integer(),
  state: pair_state(),
  nominated?: boolean(),
  transaction_id: non_neg_integer() | nil,
  rto_ms: non_neg_integer(),
  retransmit_count: non_neg_integer(),
  last_sent_ms: integer() | nil
}


      


One local x remote candidate pair on the checklist.
Fields
	:local / :remote - ICE candidates forming the pair
	:priority - RFC 8445 pair priority
	:state - checklist state
	:nominated? - true after USE-CANDIDATE / nomination
	:transaction_id - STUN transaction for the in-flight check
	:rto_ms / :retransmit_count / :last_sent_ms - retransmit timer state


  



  
    
      
    
    
      pair_state()



        
          
        

    

  


  

      

          @type pair_state() :: :waiting | :in_progress | :succeeded | :failed | :frozen


      


Checklist pair state (:waiting | :in_progress | :succeeded | :failed | :frozen).

  


        

      

      
        Functions


        


  
    
      
    
    
      all_failed?(pairs)



        
          
        

    

  


  

      

          @spec all_failed?([pair()]) :: boolean()


      


Returns true when all pairs are failed.
Examples
iex> XGW.ICE.Checklist.all_failed?([])
false

iex> XGW.ICE.Checklist.all_failed?([%{state: :failed}, %{state: :failed}])
true

  



  
    
      
    
    
      build(locals, remotes, role)



        
          
        

    

  


  

      

          @spec build(
  [XMediaLib.SDP.Candidate.t()],
  [XMediaLib.SDP.Candidate.t()],
  XGW.ICE.role()
) :: [pair()]


      


Builds UDP component-1 pairs from local and remote candidate lists.

  



  
    
      
    
    
      extend(existing, locals, remotes, role)



        
          
        

    

  


  

      

          @spec extend(
  [pair()],
  [XMediaLib.SDP.Candidate.t()],
  [XMediaLib.SDP.Candidate.t()],
  XGW.ICE.role()
) ::
  [pair()]


      


Extends an existing checklist with pairs for new locals/remotes without resetting
in-progress or succeeded pair state (trickle during checking).

  



    

  
    
      
    
    
      find_by_remote(pairs, arg, local \\ nil)



        
          
        

    

  


  

      

          @spec find_by_remote([pair()], XGW.ICE.endpoint(), XMediaLib.SDP.Candidate.t() | nil) ::
  pair() | nil


      


Finds pair matching remote endpoint and optional local candidate.

  



  
    
      
    
    
      find_by_transaction(pairs, transaction_id)



        
          
        

    

  


  

      

          @spec find_by_transaction([pair()], non_neg_integer()) :: pair() | nil


      


Finds pair by outbound transaction id.

  



  
    
      
    
    
      mark_failed(pairs, target)



        
          
        

    

  


  

      

          @spec mark_failed([pair()], pair()) :: [pair()]


      


Marks a pair failed (RTO exhausted).

  



  
    
      
    
    
      mark_in_progress(pairs, target, transaction_id, now_ms)



        
          
        

    

  


  

      

          @spec mark_in_progress([pair()], pair(), non_neg_integer(), integer()) :: [pair()]


      


Marks a pair :in_progress with a new transaction id.

  



  
    
      
    
    
      mark_pair_succeeded(pairs, target)



        
          
        

    

  


  

      

          @spec mark_pair_succeeded([pair()], pair()) :: [pair()]


      


Marks a specific pair succeeded by identity.

  



  
    
      
    
    
      mark_succeeded(pairs, transaction_id)



        
          
        

    

  


  

      

          @spec mark_succeeded([pair()], non_neg_integer()) :: [pair()]


      


Marks the pair matching transaction_id as succeeded.

  



  
    
      
    
    
      next_check(pairs)



        
          
        

    

  


  

      

          @spec next_check([pair()]) :: pair() | nil


      


Returns the next pair needing an outbound check, or nil.
Prefers an already :in_progress pair (serial queue) over the next :waiting.
Examples
iex> waiting = %{state: :waiting}
iex> busy = %{state: :in_progress}
iex> XGW.ICE.Checklist.next_check([waiting, busy])
%{state: :in_progress}

  



  
    
      
    
    
      nominate(pairs, local, remote)



        
          
        

    

  


  

      

          @spec nominate([pair()], XMediaLib.SDP.Candidate.t(), XMediaLib.SDP.Candidate.t()) ::
  [pair()]


      


Marks the pair matching remote/local as nominated.

  



  
    
      
    
    
      nominated_succeeded?(pairs)



        
          
        

    

  


  

      

          @spec nominated_succeeded?([pair()]) :: boolean()


      


Returns true when a nominated pair has succeeded.
Examples
iex> XGW.ICE.Checklist.nominated_succeeded?([
...>   %{nominated?: true, state: :succeeded}
...> ])
true

  



  
    
      
    
    
      prune_redundant(pairs)



        
          
        

    

  


  

      

          @spec prune_redundant([pair()]) :: [pair()]


      


Drops lower-priority pairs sharing the same local and remote foundation.
Examples
iex> a = %{local: %{foundation: "1"}, remote: %{foundation: "a"}, priority: 10}
iex> b = %{local: %{foundation: "1"}, remote: %{foundation: "a"}, priority: 1}
iex> c = %{local: %{foundation: "2"}, remote: %{foundation: "a"}, priority: 5}
iex> length(XGW.ICE.Checklist.prune_redundant([a, b, c]))
2

  



  
    
      
    
    
      rto_expired?(arg1, now_ms)



        
          
        

    

  


  

      

          @spec rto_expired?(pair(), integer()) :: boolean()


      


Returns true when RTO has expired for an in-progress pair.
Examples
iex> XGW.ICE.Checklist.rto_expired?(
...>   %{state: :in_progress, last_sent_ms: 0, rto_ms: 500},
...>   500
...> )
true

iex> XGW.ICE.Checklist.rto_expired?(%{state: :waiting}, 1000)
false

  



  
    
      
    
    
      same_pair?(a, b)



        
          
        

    

  


  

      

          @spec same_pair?(pair(), pair()) :: boolean()


      


Returns true when two pairs share the same local and remote foundations.
Examples
iex> a = %{local: %{foundation: "1"}, remote: %{foundation: "x"}}
iex> b = %{local: %{foundation: "1"}, remote: %{foundation: "x"}}
iex> XGW.ICE.Checklist.same_pair?(a, b)
true

  



  
    
      
    
    
      schedule_retransmit(pairs, target)



        
          
        

    

  


  

      

          @spec schedule_retransmit([pair()], pair()) :: [pair()]


      


Schedules retransmit: doubles RTO unless max retransmits reached (-> failed).

  



  
    
      
    
    
      sort(pairs)



        
          
        

    

  


  

      

          @spec sort([pair()]) :: [pair()]


      


Sorts pairs descending by priority.
Examples
iex> pairs = [%{priority: 1}, %{priority: 9}, %{priority: 5}]
iex> Enum.map(XGW.ICE.Checklist.sort(pairs), & &1.priority)
[9, 5, 1]

  


        

      


  

    
XGW.ICE.Consent 
    



      
Keeps an already-selected ICE path "alive" (consent freshness, RFC 7675).
Why consent matters
After ICE nominates a pair, the path can still die silently: a NAT binding
may expire, a firewall may close UDP state, or a peer may disappear. WebRTC
therefore periodically sends lightweight STUN Binding probes. If no fresh
consent is observed within a timeout, the connection should be torn down
instead of sending media into a black hole.
Helpers here build outbound consent Binding requests and track
last_consent_at for both ICE-lite and ICE-full agents.
RFCs
	RFC 7675 -- ICE consent freshness
	RFC 8489 -- STUN Binding used as consent probes
	RFC 8445 -- USERNAME / MESSAGE-INTEGRITY for Binding requests


      


      
        Summary


  
    Types
  


    
      
        ice()

      


        ICE agent map with consent fields (lite or full).



    





  
    Functions
  


    
      
        binding_request(ice)

      


        Builds an outbound STUN Binding request for consent freshness.



    


    
      
        expired?(map, now_ms, timeout_ms)

      


        Returns true when consent has expired (no refresh within timeout_ms).



    


    
      
        refresh(ice, now_ms)

      


        Records consent freshness at monotonic time now_ms.



    





      


      
        Types


        


  
    
      
    
    
      ice()



        
          
        

    

  


  

      

          @type ice() :: map()


      


ICE agent map with consent fields (lite or full).

  


        

      

      
        Functions


        


  
    
      
    
    
      binding_request(ice)



        
          
        

    

  


  

      

          @spec binding_request(ice()) :: binary()


      


Builds an outbound STUN Binding request for consent freshness.
Uses USERNAME remote:local (sender perspective per RFC 8445 pt.7.2.2) and
MESSAGE-INTEGRITY with the remote ice-pwd.
No ICE role attributes.

  



  
    
      
    
    
      expired?(map, now_ms, timeout_ms)



        
          
        

    

  


  

      

          @spec expired?(ice(), integer(), non_neg_integer()) :: boolean()


      


Returns true when consent has expired (no refresh within timeout_ms).
Examples
iex> XGW.ICE.Consent.expired?(%{last_consent_at: nil}, 1000, 500)
false

iex> XGW.ICE.Consent.expired?(%{last_consent_at: 100}, 700, 500)
true

iex> XGW.ICE.Consent.expired?(%{last_consent_at: 100}, 400, 500)
false

  



  
    
      
    
    
      refresh(ice, now_ms)



        
          
        

    

  


  

      

          @spec refresh(ice(), integer()) :: ice()


      


Records consent freshness at monotonic time now_ms.
Examples
iex> XGW.ICE.Consent.refresh(%{last_consent_at: nil}, 1234)
%{last_consent_at: 1234}

  


        

      


  

    
XGW.ICE.Full 
    



      
Full ICE agent: gather candidates, run the checklist, nominate a pair.
When to use full ICE
ICE-lite only answers inbound STUN checks (typical for a public server
with a known address). Full ICE also gathers local candidates, forms
pairs, and sends outbound connectivity checks -- required when the gateway
sits behind NAT or needs TURN relay paths itself.
Phase transitions:
:gathering -> :checking -> :connected
Outbound and inbound STUN checks, nomination (USE-CANDIDATE), and trickle
candidate merges all live here. Pure helpers stay in XGW.ICE /
XGW.ICE.Checklist; this module owns agent state updates used by XGW.Peer.
RFCs
	RFC 8445 -- full ICE agent (gather, checklist, checks, nomination, phases)
	RFC 8489 -- STUN Binding for connectivity checks
	RFC 7675 -- consent freshness after nomination


      


      
        Summary


  
    Types
  


    
      
        from()

      


        Remote UDP endpoint {ip, port}.



    


    
      
        stun_result()

      


        Result of handling inbound STUN while checking or connected.



    


    
      
        t()

      


        Full ICE agent state.



    





  
    Functions
  


    
      
        add_local_candidate(full, cand)

      


        Merges one local candidate (host, srflx, or relay trickle) into the agent.



    


    
      
        add_remote_candidate(full, cand)

      


        Adds a trickle remote candidate or records end-of-candidates.



    


    
      
        check_ta_ms()

      


        Checklist tick interval in milliseconds (Ta).



    


    
      
        checklist_inputs(map)

      


        Returns checklist inputs for pair formation.



    


    
      
        extend_locals(full, new_locals)

      


        Rebuilds the checklist after new local candidates arrive (srflx/relay trickle).



    


    
      
        from_config(config)

      


        Builds full ICE state from XGW.Descriptions config after negotiation.



    


    
      
        handle_stun(data, from, full, opts \\ [])

      


        Handles one STUN datagram (inbound checks and outbound responses).



    


    
      
        ice_restart(full)

      


        Resets checklist state for ICE restart (remote ufrag/pwd supplied by caller).



    


    
      
        mark_completed(full)

      


        Marks ICE processing complete after nomination (:connected -> :completed).



    


    
      
        new(opts \\ [])

      


        Builds an empty full ICE agent (before apply_descriptions).



    


    
      
        phase(map)

      


        Returns the ICE phase.



    


    
      
        ready_for_checks?(full)

      


        Returns true when at least one local and one remote candidate exist.



    


    
      
        seed_local_candidates(full, candidates)

      


        Seeds local candidates from the local answer SDP.



    


    
      
        seed_remote_candidates(full, candidates)

      


        Seeds remote candidates from the initial offer SDP.



    


    
      
        start_checking(full)

      


        Builds the checklist and moves phase to :checking.



    


    
      
        tick(full, now_ms)

      


        Processes one checklist tick; may return an outbound STUN check to send.



    





      


      
        Types


        


  
    
      
    
    
      from()



        
          
        

    

  


  

      

          @type from() :: XGW.ICE.endpoint()


      


Remote UDP endpoint {ip, port}.

  



  
    
      
    
    
      stun_result()



        
          
        

    

  


  

      

          @type stun_result() ::
  {:ignore, t()}
  | {:reply, binary(), t()}
  | {:send, binary(), from(), t()}
  | {:connected, binary(), t(), from()}
  | {:consent, t()}


      


Result of handling inbound STUN while checking or connected.
Includes consent refresh (:consent) and nomination (:connected).

  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %{
  phase: XGW.ICE.ice_phase(),
  role: XGW.ICE.role(),
  tiebreaker: binary(),
  ice_ufrag: String.t() | nil,
  ice_pwd: String.t() | nil,
  remote_ice_ufrag: String.t() | nil,
  remote_ice_pwd: String.t() | nil,
  bundle_mids: [String.t()],
  local_candidates: [XMediaLib.SDP.Candidate.t()],
  remote_candidates: [XMediaLib.SDP.Candidate.t()],
  remote_candidates_eoc?: boolean(),
  checklist: [XGW.ICE.Checklist.pair()],
  nominated_pair: XGW.ICE.Checklist.pair() | nil,
  selected: from() | nil,
  pending_triggered: XGW.ICE.Checklist.pair() | nil,
  last_consent_at: integer() | nil
}


      


Full ICE agent state.

  


        

      

      
        Functions


        


  
    
      
    
    
      add_local_candidate(full, cand)



        
          
        

    

  


  

      

          @spec add_local_candidate(t(), XMediaLib.SDP.Candidate.t()) :: {:ok, t()}


      


Merges one local candidate (host, srflx, or relay trickle) into the agent.

  



  
    
      
    
    
      add_remote_candidate(full, cand)



        
          
        

    

  


  

      

          @spec add_remote_candidate(t(), map() | XMediaLib.SDP.Candidate.t()) ::
  {:ok, t()} | {:error, term()}


      


Adds a trickle remote candidate or records end-of-candidates.

  



  
    
      
    
    
      check_ta_ms()



        
          
        

    

  


  

      

          @spec check_ta_ms() :: pos_integer()


      


Checklist tick interval in milliseconds (Ta).

  



  
    
      
    
    
      checklist_inputs(map)



        
          
        

    

  


  

      

          @spec checklist_inputs(t()) :: %{
  local: [XMediaLib.SDP.Candidate.t()],
  remote: [XMediaLib.SDP.Candidate.t()]
}


      


Returns checklist inputs for pair formation.

  



  
    
      
    
    
      extend_locals(full, new_locals)



        
          
        

    

  


  

      

          @spec extend_locals(t(), [XMediaLib.SDP.Candidate.t()]) :: t()


      


Rebuilds the checklist after new local candidates arrive (srflx/relay trickle).

  



  
    
      
    
    
      from_config(config)



        
          
        

    

  


  

      

          @spec from_config(map()) :: {:ok, t()} | {:error, :unsupported_setup}


      


Builds full ICE state from XGW.Descriptions config after negotiation.

  



    

  
    
      
    
    
      handle_stun(data, from, full, opts \\ [])



        
          
        

    

  


  

      

          @spec handle_stun(binary(), from(), t(), keyword()) :: stun_result()


      


Handles one STUN datagram (inbound checks and outbound responses).
Options:
	:transport - :udp (default) or :tcp (ICE-TCP path; peer-reflexive
remotes inherit this so checklist pairs can form)


  



  
    
      
    
    
      ice_restart(full)



        
          
        

    

  


  

      

          @spec ice_restart(t()) :: t()


      


Resets checklist state for ICE restart (remote ufrag/pwd supplied by caller).

  



  
    
      
    
    
      mark_completed(full)



        
          
        

    

  


  

      

          @spec mark_completed(t()) :: t()


      


Marks ICE processing complete after nomination (:connected -> :completed).

  



    

  
    
      
    
    
      new(opts \\ [])



        
          
        

    

  


  

      

          @spec new(keyword()) :: t()


      


Builds an empty full ICE agent (before apply_descriptions).

  



  
    
      
    
    
      phase(map)



        
          
        

    

  


  

      

          @spec phase(t()) :: XGW.ICE.ice_phase()


      


Returns the ICE phase.

  



  
    
      
    
    
      ready_for_checks?(full)



        
          
        

    

  


  

      

          @spec ready_for_checks?(t()) :: boolean()


      


Returns true when at least one local and one remote candidate exist.

  



  
    
      
    
    
      seed_local_candidates(full, candidates)



        
          
        

    

  


  

      

          @spec seed_local_candidates(t(), [XMediaLib.SDP.Candidate.t()]) :: t()


      


Seeds local candidates from the local answer SDP.

  



  
    
      
    
    
      seed_remote_candidates(full, candidates)



        
          
        

    

  


  

      

          @spec seed_remote_candidates(t(), [XMediaLib.SDP.Candidate.t()]) :: t()


      


Seeds remote candidates from the initial offer SDP.

  



  
    
      
    
    
      start_checking(full)



        
          
        

    

  


  

      

          @spec start_checking(t()) :: t()


      


Builds the checklist and moves phase to :checking.

  



  
    
      
    
    
      tick(full, now_ms)



        
          
        

    

  


  

      

          @spec tick(t(), integer()) ::
  {:noop, t()} | {:send, binary(), from(), t(), non_neg_integer()}


      


Processes one checklist tick; may return an outbound STUN check to send.

  


        

      


  

    
XGW.ICE.Gather 
    



      
Discovers ICE candidates: host, server-reflexive (srflx), and TURN relay.
Candidate gathering in plain terms
Before checks can run, each side must advertise addresses it might be
reachable on:
	Host -- read local NIC addresses (synchronous; always available).
	srflx -- ask a STUN server "what public address do you see?" so peers
behind NAT learn a candidate that might work on the open internet.
	relay -- ask a TURN server to allocate a relay address that always
works when direct paths fail (at the cost of an extra hop).

Host gather is synchronous. srflx and relay honor gather_timeout_ms
(default 3000). Prefer waiting for gather before publishing answer SDP;
host-only answers remain valid when STUN/TURN is slow or unconfigured.
RFCs
	RFC 8445 -- host / srflx / relay candidate gathering
	RFC 8489 -- STUN Binding for server-reflexive discovery
	RFC 8656 -- TURN Allocate for relay candidates


      


      
        Summary


  
    Functions
  


    
      
        build_relay(arg, local_preference \\ 65535)

      


        Builds a relay %Candidate{} from a TURN relayed transport address.



    


    
      
        build_srflx(arg, host, local_preference)

      


        Builds an srflx candidate linked to a host base (same foundation, raddr/rport).



    


    
      
        gather_host(sockname, opts \\ [])

      


        Gathers host candidates for a bound UDP socket (alias for host_candidates/2).



    


    
      
        gather_relay(sockname, opts)

      


        Gathers relay candidates concurrently (one attempt per turn_servers entry).



    


    
      
        gather_srflx(sockname, host_bases, opts)

      


        Gathers srflx candidates for all (host, stun_server) pairs concurrently.



    


    
      
        gather_with_timeout(sockname, opts \\ [])

      


        Gathers host candidates and waits up to gather_timeout_ms for srflx and relay.



    


    
      
        host_addresses(opts \\ [])

      


        Resolves host IP addresses for candidate advertisement.



    


    
      
        host_candidates(arg, opts \\ [])

      


        Builds host %Candidate{} structs for one UDP bind port.



    


    
      
        parse_server_host(rest, error \\ :invalid_server)

      


        Parses host[:port] from a URI body (shared by STUN/TURN parsers).



    


    
      
        parse_stun_server(arg1)

      


        Parses a STUN server URI (stun:host:port) to {ip, port}.



    


    
      
        parse_turn_server(uri)

      


        Parses a TURN server URI (turn:host:port) to {ip, port}.



    


    
      
        query_relay(sockname, turn_server, opts)

      


        Queries one TURN server for a relay candidate using injectable :send_recv.



    


    
      
        query_srflx(sockname, host_base, stun_server, opts)

      


        Queries one STUN server for srflx using injectable :send_recv.



    


    
      
        relay_from_allocate(stun, local_preference \\ 65535)

      


        Derives relay %Candidate{} from a successful TURN Allocate response.



    


    
      
        srflx_from_response(arg1, host)

      


        Derives srflx %Candidate{} from a Binding success and host base.



    


    
      
        stun_binding_request()

      


        Plain RFC 8489 STUN Binding request wire (no ICE credentials).



    


    
      
        tcp_passive_candidates(arg, opts \\ [])

      


        Builds passive ICE-TCP host candidates (RFC 6544 tcptype passive).



    





      


      
        Functions


        


    

  
    
      
    
    
      build_relay(arg, local_preference \\ 65535)



        
          
        

    

  


  

      

          @spec build_relay(
  {:inet.ip_address(), :inet.port_number()},
  non_neg_integer()
) :: XMediaLib.SDP.Candidate.t()


      


Builds a relay %Candidate{} from a TURN relayed transport address.

  



  
    
      
    
    
      build_srflx(arg, host, local_preference)



        
          
        

    

  


  

      

          @spec build_srflx(
  {:inet.ip_address(), :inet.port_number()},
  XMediaLib.SDP.Candidate.t(),
  non_neg_integer()
) :: XMediaLib.SDP.Candidate.t()


      


Builds an srflx candidate linked to a host base (same foundation, raddr/rport).

  



    

  
    
      
    
    
      gather_host(sockname, opts \\ [])



        
          
        

    

  


  

      

          @spec gather_host({:inet.ip_address(), :inet.port_number()}, keyword()) :: [
  XMediaLib.SDP.Candidate.t()
]


      


Gathers host candidates for a bound UDP socket (alias for host_candidates/2).

  



  
    
      
    
    
      gather_relay(sockname, opts)



        
          
        

    

  


  

      

          @spec gather_relay({:inet.ip_address(), :inet.port_number()}, keyword()) :: [
  %{
    candidate: XMediaLib.SDP.Candidate.t(),
    allocation: XGW.TURN.Client.allocation()
  }
]


      


Gathers relay candidates concurrently (one attempt per turn_servers entry).

  



  
    
      
    
    
      gather_srflx(sockname, host_bases, opts)



        
          
        

    

  


  

      

          @spec gather_srflx(
  {:inet.ip_address(), :inet.port_number()},
  [XMediaLib.SDP.Candidate.t()],
  keyword()
) ::
  [XMediaLib.SDP.Candidate.t()]


      


Gathers srflx candidates for all (host, stun_server) pairs concurrently.

  



    

  
    
      
    
    
      gather_with_timeout(sockname, opts \\ [])



        
          
        

    

  


  

      

          @spec gather_with_timeout({:inet.ip_address(), :inet.port_number()}, keyword()) :: %{
  host: [XMediaLib.SDP.Candidate.t()],
  srflx: [XMediaLib.SDP.Candidate.t()],
  relay: [XMediaLib.SDP.Candidate.t()]
}


      


Gathers host candidates and waits up to gather_timeout_ms for srflx and relay.
srflx and relay run concurrently under one timeout budget (not sequential).
Returns %{host: [...], srflx: [...], relay: [...]}.

  



    

  
    
      
    
    
      host_addresses(opts \\ [])



        
          
        

    

  


  

      

          @spec host_addresses(keyword()) :: [:inet.ip_address()]


      


Resolves host IP addresses for candidate advertisement.
Options:
	:advertised_ips - explicit list (wins over all other sources)
	:advertised_ip - single override
	:include_loopback - include {127,0,0,1} when auto-detecting (default true)
	:getifaddrs - injectable fn -> {:ok, ifaddrs} | {:error, _} for tests



  



    

  
    
      
    
    
      host_candidates(arg, opts \\ [])



        
          
        

    

  


  

      

          @spec host_candidates({:inet.ip_address(), :inet.port_number()}, keyword()) :: [
  XMediaLib.SDP.Candidate.t()
]


      


Builds host %Candidate{} structs for one UDP bind port.

  



    

  
    
      
    
    
      parse_server_host(rest, error \\ :invalid_server)



        
          
        

    

  


  

Parses host[:port] from a URI body (shared by STUN/TURN parsers).

  



  
    
      
    
    
      parse_stun_server(arg1)



        
          
        

    

  


  

      

          @spec parse_stun_server(String.t()) ::
  {:ok, {:inet.ip_address(), :inet.port_number()}} | {:error, term()}


      


Parses a STUN server URI (stun:host:port) to {ip, port}.

  



  
    
      
    
    
      parse_turn_server(uri)



        
          
        

    

  


  

      

          @spec parse_turn_server(String.t()) ::
  {:ok, {:inet.ip_address(), :inet.port_number()}} | {:error, term()}


      


Parses a TURN server URI (turn:host:port) to {ip, port}.

  



  
    
      
    
    
      query_relay(sockname, turn_server, opts)



        
          
        

    

  


  

      

          @spec query_relay(
  {:inet.ip_address(), :inet.port_number()},
  String.t() | {:inet.ip_address(), :inet.port_number()},
  keyword()
) ::
  {:ok,
   %{
     candidate: XMediaLib.SDP.Candidate.t(),
     allocation: XGW.TURN.Client.allocation()
   }}
  | {:error, term()}


      


Queries one TURN server for a relay candidate using injectable :send_recv.
Returns {:ok, %{candidate: cand, allocation: alloc}} on success.

  



  
    
      
    
    
      query_srflx(sockname, host_base, stun_server, opts)



        
          
        

    

  


  

      

          @spec query_srflx(
  {:inet.ip_address(), :inet.port_number()},
  XMediaLib.SDP.Candidate.t(),
  String.t() | {:inet.ip_address(), :inet.port_number()},
  keyword()
) :: {:ok, XMediaLib.SDP.Candidate.t()} | {:error, term()}


      


Queries one STUN server for srflx using injectable :send_recv.
:send_recv is fn request_wire, {stun_ip, stun_port} -> {:ok, response_wire} | {:error, _}.

  



    

  
    
      
    
    
      relay_from_allocate(stun, local_preference \\ 65535)



        
          
        

    

  


  

      

          @spec relay_from_allocate(XMediaLib.Stun.t(), non_neg_integer()) ::
  {:ok, XMediaLib.SDP.Candidate.t()} | {:error, term()}


      


Derives relay %Candidate{} from a successful TURN Allocate response.

  



  
    
      
    
    
      srflx_from_response(arg1, host)



        
          
        

    

  


  

      

          @spec srflx_from_response(XMediaLib.Stun.t(), XMediaLib.SDP.Candidate.t()) ::
  {:ok, XMediaLib.SDP.Candidate.t()} | {:error, term()}


      


Derives srflx %Candidate{} from a Binding success and host base.

  



  
    
      
    
    
      stun_binding_request()



        
          
        

    

  


  

      

          @spec stun_binding_request() :: binary()


      


Plain RFC 8489 STUN Binding request wire (no ICE credentials).

  



    

  
    
      
    
    
      tcp_passive_candidates(arg, opts \\ [])



        
          
        

    

  


  

      

          @spec tcp_passive_candidates({:inet.ip_address(), :inet.port_number()}, keyword()) ::
  [
    XMediaLib.SDP.Candidate.t()
  ]


      


Builds passive ICE-TCP host candidates (RFC 6544 tcptype passive).

  


        

      


  

    
XGW.ICE.Lite 
    



      
ICE-lite agent: answer inbound STUN checks in the controlled role.
Lite vs full
Many media servers sit on a public IP and never need to punch outbound NAT
holes themselves. ICE-lite (RFC 8445) is that mode: the agent publishes
host candidates, verifies MESSAGE-INTEGRITY with its local ice-pwd,
optionally checks USERNAME, merges trickle remote candidates, and responds
to Binding requests. Connectivity is declared when inbound checks include
ICE role attributes (and nomination when required).
Use ice_lite: false on the Peer for XGW.ICE.Full instead.
RFCs
	RFC 8445 -- ICE-lite (controlled role, inbound checks only)
	RFC 8489 -- STUN Binding responses
	RFC 7675 -- consent freshness


      


      
        Summary


  
    Types
  


    
      
        from()

      


        Remote UDP endpoint {ip, port}.



    


    
      
        t()

      


        ICE-lite agent state.



    





  
    Functions
  


    
      
        add_remote_candidate(ice, cand)

      


        Adds a trickle remote candidate or records end-of-candidates.



    


    
      
        endpoint(cand)

      


        Returns {ip, port} for a parsed candidate (delegates to XGW.ICE.endpoint/1).



    


    
      
        from_config(config)

      


        Builds ICE-lite state from XGW.Descriptions config.



    


    
      
        handle_binding(data, from, state)

      


        Handles one STUN datagram from from.



    


    
      
        merge_remote_candidates(existing, incoming)

      


        Merges remote candidates (delegates to XGW.ICE.merge_remote/2).



    


    
      
        new(opts)

      


        Builds ICE-lite state with explicit credentials (tests and callers without SDP).



    


    
      
        seed_remote_candidates(ice, candidates)

      


        Seeds ICE-lite state with remote candidates from the initial offer SDP.



    





      


      
        Types


        


  
    
      
    
    
      from()



        
          
        

    

  


  

      

          @type from() :: XGW.ICE.endpoint()


      


Remote UDP endpoint {ip, port}.

  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %{
  ice_ufrag: String.t(),
  ice_pwd: String.t(),
  ice_tiebreaker: binary(),
  remote_ice_ufrag: String.t() | nil,
  remote_ice_pwd: String.t() | nil,
  bundle_mids: [String.t()],
  remote_candidates: [XMediaLib.SDP.Candidate.t()],
  remote_candidates_eoc?: boolean(),
  last_consent_at: integer() | nil,
  connected?: boolean(),
  selected: from() | nil
}


      


ICE-lite agent state.
	ice_ufrag / ice_pwd - local credentials from the answer
	remote_ice_ufrag - remote ufrag from the offer (username validation)
	remote_ice_pwd - remote pwd from the offer (outbound STUN integrity)
	remote_candidates - merged trickle + SDP remote candidates (priority order)
	remote_candidates_eoc? - true after end-of-candidates
	last_consent_at - monotonic ms of last consent refresh (RFC 7675)
	connected? - true after first ICE connectivity check
	selected - validated remote {ip, port} pair


  


        

      

      
        Functions


        


  
    
      
    
    
      add_remote_candidate(ice, cand)



        
          
        

    

  


  

      

          @spec add_remote_candidate(t(), map() | XMediaLib.SDP.Candidate.t()) ::
  {:ok, t()} | {:error, term()}


      


Adds a trickle remote candidate or records end-of-candidates.

  



  
    
      
    
    
      endpoint(cand)



        
          
        

    

  


  

      

          @spec endpoint(XMediaLib.SDP.Candidate.t()) :: from()


      


Returns {ip, port} for a parsed candidate (delegates to XGW.ICE.endpoint/1).

  



  
    
      
    
    
      from_config(config)



        
          
        

    

  


  

      

          @spec from_config(map()) :: t()


      


Builds ICE-lite state from XGW.Descriptions config.

  



  
    
      
    
    
      handle_binding(data, from, state)



        
          
        

    

  


  

      

          @spec handle_binding(binary(), from(), t()) ::
  {:reply, binary(), t()}
  | {:connected, binary(), t()}
  | {:consent, t()}
  | {:ignore, t()}


      


Handles one STUN datagram from from.
Returns {:reply, wire, state} for a binding response, optionally
{:connected, wire, state} when the first ICE connectivity check succeeds,
or {:consent, state} for an inbound Binding success (RFC 7675).

  



  
    
      
    
    
      merge_remote_candidates(existing, incoming)



        
          
        

    

  


  

      

          @spec merge_remote_candidates([XMediaLib.SDP.Candidate.t()], [
  XMediaLib.SDP.Candidate.t()
]) :: [
  XMediaLib.SDP.Candidate.t()
]


      


Merges remote candidates (delegates to XGW.ICE.merge_remote/2).

  



  
    
      
    
    
      new(opts)



        
          
        

    

  


  

      

          @spec new(keyword()) :: t()


      


Builds ICE-lite state with explicit credentials (tests and callers without SDP).

  



  
    
      
    
    
      seed_remote_candidates(ice, candidates)



        
          
        

    

  


  

      

          @spec seed_remote_candidates(t(), [XMediaLib.SDP.Candidate.t()]) :: t()


      


Seeds ICE-lite state with remote candidates from the initial offer SDP.

  


        

      


  

    
XGW.Listener 
    



      
Shared UDP (and optional TCP) socket that receives all WebRTC traffic for
many peers and routes each packet to the right XGW.Peer.
Why a shared listener
Opening one UDP port per browser would not scale and would break demux
assumptions. One Listener binds the media port; inbound bytes are classified
(XGW.Demux) and dispatched:
	STUN Binding -- look up the Peer by local ICE ufrag in USERNAME
(local:remote at this host)
	RTP / RTCP / DTLS -- look up by remote {ip, port} after bind_remote/3
	TURN ChannelData -- look up by channel number from bind_turn_channel/3
	TURN Data Indication -- unwrap, then re-demux the inner packet

With a single registered Peer and no bind keys, all classified packets go to
that Peer (Echo / one-Peer-per-Listener back-compat).
Inbound media meta includes :arrival_us (monotonic microseconds) stamped in
route_packet/4 before Peer.deliver/4, so TWCC arrivals exclude Peer
mailbox delay.
Gather options (on start_link/1)
	Host: :advertised_ip, :advertised_ips, :include_loopback (default true)
	srflx: :stun_servers (default []), :gather_timeout_ms (default 3000)
	relay: :turn_servers plus TURN credential opts
	:relay_only -- skip host/srflx SDP validation when the answer is relay-only
	ICE-TCP: :ice_tcp_enabled / :ice_tcp_port for passive TCP candidates

Call gather_candidates/2 before publishing answer SDP when you need host +
srflx + relay lines embedded up front.
RFCs
	RFC 7983 -- demux of STUN / DTLS / TURN ChannelData / RTP/RTCP on one socket
	RFC 8445 -- ICE candidate gather and STUN Binding dispatch by ufrag
	RFC 8656 -- TURN Data Indication unwrap and ChannelData
	RFC 6544 -- optional ICE-TCP passive candidates and accept path


      


      
        Summary


  
    Functions
  


    
      
        allocate_turn_channel(listener, peer_pid)

      


        Allocates the next TURN channel number unique on this Listener socket.



    


    
      
        bind_remote(listener, peer_pid, from)

      


        Maps remote {ip, port} to peer_pid for RTP/RTCP/DTLS demux.



    


    
      
        bind_turn_channel(listener, peer_pid, channel)

      


        Maps TURN ChannelData channel to peer_pid.



    


    
      
        bind_ufrag(listener, peer_pid, local_ufrag)

      


        Maps local ICE ufrag to peer_pid for STUN Binding demux.



    


    
      
        cert_paths(listener)

      


        Returns {certfile, keyfile} paths for DTLS handshakes.



    


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        gather_candidates(listener, opts \\ [])

      


        Gathers host, srflx, and relay candidates within timeout_ms.



    


    
      
        gather_opts(listener)

      


        Host gather options configured at listener start.



    


    
      
        gather_timeout_ms(listener)

      


        Pre-answer srflx gather timeout in milliseconds.



    


    
      
        host_candidate(listener)

      


        Host ICE candidate with highest priority for the listener UDP socket.



    


    
      
        host_candidate_line(listener)

      


        SDP a=candidate: attribute value (without prefix) for the highest-priority host.



    


    
      
        host_candidate_lines(listener)

      


        SDP a=candidate: lines for all gathered host candidates (without prefix).



    


    
      
        host_candidates(listener)

      


        All host ICE candidates for the listener UDP socket (multi-interface).



    


    
      
        ice_tcp_enabled?(listener)

      


        Returns true when ICE-TCP passive candidates are enabled.



    


    
      
        listen_sock(listener)

      


        Returns the SSL listen socket for DTLS accept (shared UDP via Transport).



    


    
      
        local_fingerprint(listener)

      


        SHA-256 fingerprint of the listener DTLS certificate (SDP format).



    


    
      
        port(listener)

      


        Bound port of the shared UDP socket.



    


    
      
        register_peer(listener, peer_pid)

      


        Registers peer_pid for demux (monitor only until bind_* keys are set).



    


    
      
        relay_candidate_lines(listener, opts \\ [])

      


        SDP a=candidate: lines for relay candidates gathered within the timeout.



    


    
      
        relay_only?(listener)

      


        When true, answer SDP may omit host/srflx locals (relay-only / zero-public-port).



    


    
      
        send(listener, ip, port, data)

      


        Sends a UDP datagram on the listener socket (STUN replies, etc.).



    


    
      
        send_datagram(listener, ip, port, data)

      


        Sends a UDP datagram and waits for :gen_udp.send/4 result (outbound media).



    


    
      
        send_tcp_stun(listener, peer_addr, wire)

      


        Sends a framed STUN message over an established ICE-TCP connection to peer_addr.



    


    
      
        sockname(listener)

      


        Bound socket {ip, port}.



    


    
      
        srflx_candidate_lines(listener, opts \\ [])

      


        SDP a=candidate: lines for srflx candidates gathered within the timeout.



    


    
      
        start_link(opts)

      


        Starts a UDP listener on ip / port (use port: 0 for an ephemeral bind).



    


    
      
        stun_binding(listener, stun_ip, stun_port, timeout_ms, wire \\ nil)

      


        Sends a STUN Binding request on the listener socket and waits for a response.



    


    
      
        stun_servers(listener)

      


        Configured STUN server URIs for srflx gather.



    


    
      
        tcp_candidate_lines(listener)

      


        SDP a=candidate: lines for passive TCP host candidates.



    


    
      
        tcp_candidates(listener)

      


        Passive ICE-TCP host candidates (empty when ICE-TCP is disabled).



    


    
      
        tcp_connect_stun(listener, peer_addr, wire)

      


        Connects to peer_addr over TCP if needed and sends a framed STUN message.



    


    
      
        tcp_port(listener)

      


        Returns the bound ICE-TCP listen port when enabled, else nil.



    


    
      
        turn_credentials(listener)

      


        TURN credential options for relay gather.



    


    
      
        turn_request(listener, ip, port, timeout_ms, wire)

      


        Sends a STUN/TURN request on the listener socket and waits for a response.



    


    
      
        turn_servers(listener)

      


        Configured TURN server URIs for relay gather.



    


    
      
        udp_sock(listener)

      


        Returns the shared UDP socket used for STUN/RTP and DTLS cb_info.



    


    
      
        unregister_peer(listener, peer_pid)

      


        Removes peer_pid and all demux keys that pointed at it.



    





      


      
        Functions


        


  
    
      
    
    
      allocate_turn_channel(listener, peer_pid)



        
          
        

    

  


  

      

          @spec allocate_turn_channel(pid(), pid()) :: {:ok, non_neg_integer()}


      


Allocates the next TURN channel number unique on this Listener socket.

  



  
    
      
    
    
      bind_remote(listener, peer_pid, from)



        
          
        

    

  


  

      

          @spec bind_remote(pid(), pid(), {:inet.ip_address(), :inet.port_number()}) :: :ok


      


Maps remote {ip, port} to peer_pid for RTP/RTCP/DTLS demux.

  



  
    
      
    
    
      bind_turn_channel(listener, peer_pid, channel)



        
          
        

    

  


  

      

          @spec bind_turn_channel(pid(), pid(), non_neg_integer()) :: :ok


      


Maps TURN ChannelData channel to peer_pid.

  



  
    
      
    
    
      bind_ufrag(listener, peer_pid, local_ufrag)



        
          
        

    

  


  

      

          @spec bind_ufrag(pid(), pid(), String.t()) :: :ok


      


Maps local ICE ufrag to peer_pid for STUN Binding demux.

  



  
    
      
    
    
      cert_paths(listener)



        
          
        

    

  


  

      

          @spec cert_paths(pid()) :: {String.t(), String.t()}


      


Returns {certfile, keyfile} paths for DTLS handshakes.

  



  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



    

  
    
      
    
    
      gather_candidates(listener, opts \\ [])



        
          
        

    

  


  

      

          @spec gather_candidates(
  pid(),
  keyword()
) :: %{
  host: [XMediaLib.SDP.Candidate.t()],
  srflx: [XMediaLib.SDP.Candidate.t()],
  relay: [XMediaLib.SDP.Candidate.t()]
}


      


Gathers host, srflx, and relay candidates within timeout_ms.
Returns %{host: [...], srflx: [...], relay: [...]}.

  



  
    
      
    
    
      gather_opts(listener)



        
          
        

    

  


  

      

          @spec gather_opts(pid()) :: keyword()


      


Host gather options configured at listener start.

  



  
    
      
    
    
      gather_timeout_ms(listener)



        
          
        

    

  


  

      

          @spec gather_timeout_ms(pid()) :: non_neg_integer()


      


Pre-answer srflx gather timeout in milliseconds.

  



  
    
      
    
    
      host_candidate(listener)



        
          
        

    

  


  

      

          @spec host_candidate(pid()) :: XMediaLib.SDP.Candidate.t()


      


Host ICE candidate with highest priority for the listener UDP socket.

  



  
    
      
    
    
      host_candidate_line(listener)



        
          
        

    

  


  

      

          @spec host_candidate_line(pid()) :: String.t()


      


SDP a=candidate: attribute value (without prefix) for the highest-priority host.

  



  
    
      
    
    
      host_candidate_lines(listener)



        
          
        

    

  


  

      

          @spec host_candidate_lines(pid()) :: [String.t()]


      


SDP a=candidate: lines for all gathered host candidates (without prefix).

  



  
    
      
    
    
      host_candidates(listener)



        
          
        

    

  


  

      

          @spec host_candidates(pid()) :: [XMediaLib.SDP.Candidate.t()]


      


All host ICE candidates for the listener UDP socket (multi-interface).

  



  
    
      
    
    
      ice_tcp_enabled?(listener)



        
          
        

    

  


  

      

          @spec ice_tcp_enabled?(pid()) :: boolean()


      


Returns true when ICE-TCP passive candidates are enabled.

  



  
    
      
    
    
      listen_sock(listener)



        
          
        

    

  


  

      

          @spec listen_sock(pid()) :: :ssl.sslsocket()


      


Returns the SSL listen socket for DTLS accept (shared UDP via Transport).

  



  
    
      
    
    
      local_fingerprint(listener)



        
          
        

    

  


  

      

          @spec local_fingerprint(pid()) :: String.t()


      


SHA-256 fingerprint of the listener DTLS certificate (SDP format).

  



  
    
      
    
    
      port(listener)



        
          
        

    

  


  

      

          @spec port(pid()) :: :inet.port_number()


      


Bound port of the shared UDP socket.

  



  
    
      
    
    
      register_peer(listener, peer_pid)



        
          
        

    

  


  

      

          @spec register_peer(pid(), pid()) :: :ok


      


Registers peer_pid for demux (monitor only until bind_* keys are set).

  



    

  
    
      
    
    
      relay_candidate_lines(listener, opts \\ [])



        
          
        

    

  


  

      

          @spec relay_candidate_lines(
  pid(),
  keyword()
) :: [String.t()]


      


SDP a=candidate: lines for relay candidates gathered within the timeout.

  



  
    
      
    
    
      relay_only?(listener)



        
          
        

    

  


  

      

          @spec relay_only?(pid()) :: boolean()


      


When true, answer SDP may omit host/srflx locals (relay-only / zero-public-port).

  



  
    
      
    
    
      send(listener, ip, port, data)



        
          
        

    

  


  

      

          @spec send(pid(), :inet.ip_address(), :inet.port_number(), binary()) :: :ok


      


Sends a UDP datagram on the listener socket (STUN replies, etc.).

  



  
    
      
    
    
      send_datagram(listener, ip, port, data)



        
          
        

    

  


  

      

          @spec send_datagram(pid(), :inet.ip_address(), :inet.port_number(), binary()) ::
  :ok | {:error, term()}


      


Sends a UDP datagram and waits for :gen_udp.send/4 result (outbound media).

  



  
    
      
    
    
      send_tcp_stun(listener, peer_addr, wire)



        
          
        

    

  


  

      

          @spec send_tcp_stun(pid(), XGW.ICE.endpoint(), binary()) :: :ok | {:error, term()}


      


Sends a framed STUN message over an established ICE-TCP connection to peer_addr.

  



  
    
      
    
    
      sockname(listener)



        
          
        

    

  


  

      

          @spec sockname(pid()) :: {:inet.ip_address(), :inet.port_number()}


      


Bound socket {ip, port}.

  



    

  
    
      
    
    
      srflx_candidate_lines(listener, opts \\ [])



        
          
        

    

  


  

      

          @spec srflx_candidate_lines(
  pid(),
  keyword()
) :: [String.t()]


      


SDP a=candidate: lines for srflx candidates gathered within the timeout.

  



  
    
      
    
    
      start_link(opts)



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: {:ok, pid()} | {:error, term()}


      


Starts a UDP listener on ip / port (use port: 0 for an ephemeral bind).
Optional gather opts: :advertised_ip, :advertised_ips, :include_loopback,
:stun_servers, :gather_timeout_ms, :turn_servers, :relay_only, TURN
credential opts, :ice_tcp_enabled, :ice_tcp_port.

  



    

  
    
      
    
    
      stun_binding(listener, stun_ip, stun_port, timeout_ms, wire \\ nil)



        
          
        

    

  


  

      

          @spec stun_binding(
  pid(),
  :inet.ip_address(),
  :inet.port_number(),
  non_neg_integer(),
  binary() | nil
) :: {:ok, binary()} | {:error, term()}


      


Sends a STUN Binding request on the listener socket and waits for a response.
Optional fifth argument is pre-encoded request wire (defaults to plain Binding).

  



  
    
      
    
    
      stun_servers(listener)



        
          
        

    

  


  

      

          @spec stun_servers(pid()) :: [String.t()]


      


Configured STUN server URIs for srflx gather.

  



  
    
      
    
    
      tcp_candidate_lines(listener)



        
          
        

    

  


  

      

          @spec tcp_candidate_lines(pid()) :: [String.t()]


      


SDP a=candidate: lines for passive TCP host candidates.

  



  
    
      
    
    
      tcp_candidates(listener)



        
          
        

    

  


  

      

          @spec tcp_candidates(pid()) :: [XMediaLib.SDP.Candidate.t()]


      


Passive ICE-TCP host candidates (empty when ICE-TCP is disabled).

  



  
    
      
    
    
      tcp_connect_stun(listener, peer_addr, wire)



        
          
        

    

  


  

      

          @spec tcp_connect_stun(pid(), XGW.ICE.endpoint(), binary()) :: :ok | {:error, term()}


      


Connects to peer_addr over TCP if needed and sends a framed STUN message.

  



  
    
      
    
    
      tcp_port(listener)



        
          
        

    

  


  

      

          @spec tcp_port(pid()) :: :inet.port_number() | nil


      


Returns the bound ICE-TCP listen port when enabled, else nil.

  



  
    
      
    
    
      turn_credentials(listener)



        
          
        

    

  


  

      

          @spec turn_credentials(pid()) :: keyword()


      


TURN credential options for relay gather.

  



  
    
      
    
    
      turn_request(listener, ip, port, timeout_ms, wire)



        
          
        

    

  


  

      

          @spec turn_request(
  pid(),
  :inet.ip_address(),
  :inet.port_number(),
  non_neg_integer(),
  binary()
) :: {:ok, binary()} | {:error, term()}


      


Sends a STUN/TURN request on the listener socket and waits for a response.

  



  
    
      
    
    
      turn_servers(listener)



        
          
        

    

  


  

      

          @spec turn_servers(pid()) :: [String.t()]


      


Configured TURN server URIs for relay gather.

  



  
    
      
    
    
      udp_sock(listener)



        
          
        

    

  


  

      

          @spec udp_sock(pid()) :: port()


      


Returns the shared UDP socket used for STUN/RTP and DTLS cb_info.

  



  
    
      
    
    
      unregister_peer(listener, peer_pid)



        
          
        

    

  


  

      

          @spec unregister_peer(pid(), pid()) :: :ok


      


Removes peer_pid and all demux keys that pointed at it.

  


        

      


  

    
XGW.Listener.TCP 
    



      
Accepts ICE-TCP connections and delivers framed STUN to XGW.Listener.
ICE-TCP in brief
Some networks block UDP entirely. WebRTC can then try TCP candidates
(RFC 6544). The Listener optionally opens a passive TCP listen socket; this
module accepts connections and reads length-prefixed STUN frames
(XGW.Stun.TCP), notifying the Listener with:
	{:xgw_internal, :tcp_accept, sock}
	framed STUN / closed messages for the established socket

RFCs
	RFC 6544 -- ICE-TCP (passive TCP candidates)
	RFC 8489 -- STUN-over-TCP length-prefixed framing


      


      
        Summary


  
    Functions
  


    
      
        listen(arg)

      


        Listens for ICE-TCP on {ip, port} via xirsys TCP transport.



    


    
      
        read_stun(sock, timeout)

      


        Reads one RFC 4571-framed STUN message from sock.



    


    
      
        send_stun(sock, wire)

      


        Sends one RFC 4571-framed STUN message on sock.



    


    
      
        start_acceptor(listener, listen_sock)

      


        Runs the accept loop (does not return) until the listen socket dies.



    





      


      
        Functions


        


  
    
      
    
    
      listen(arg)



        
          
        

    

  


  

      

          @spec listen({:inet.ip_address(), :inet.port_number()}) ::
  {:ok, :gen_tcp.socket()} | {:error, term()}


      


Listens for ICE-TCP on {ip, port} via xirsys TCP transport.

  



  
    
      
    
    
      read_stun(sock, timeout)



        
          
        

    

  


  

      

          @spec read_stun(:gen_tcp.socket(), timeout()) :: {:ok, binary()} | {:error, term()}


      


Reads one RFC 4571-framed STUN message from sock.

  



  
    
      
    
    
      send_stun(sock, wire)



        
          
        

    

  


  

      

          @spec send_stun(:gen_tcp.socket(), binary()) :: :ok | {:error, term()}


      


Sends one RFC 4571-framed STUN message on sock.

  



  
    
      
    
    
      start_acceptor(listener, listen_sock)



        
          
        

    

  


  

      

          @spec start_acceptor(pid(), :gen_tcp.socket()) :: :no_return


      


Runs the accept loop (does not return) until the listen socket dies.

  


        

      


  

    
XGW.Peer 
    



      
One remote WebRTC client: runs ICE, DTLS, and SRTP, then gives your app
plaintext media and data-channel events.
Mental model
Think of a Peer as the server-side half of a browser RTCPeerConnection.
Your application (SFU, MCU, or signaling server) still owns signaling: it
negotiates SDP offer/answer, then calls apply_descriptions/4 here. After
that, XGW owns the wire protocols until the Peer closes.
Lifecycle in short:
apply SDP -> ICE connects -> DTLS connects -> SRTP keys ready -> media I/O
Outbound media (after {:xgw, :dtls_connected, peer_ref})
	{:ok, handle} = XGW.Peer.outbound_handle(peer_ref) then
XGW.Peer.SendHandle.send_rtp(handle, ssrc, packet) (hot path; no GenServer)
	:ok = XGW.Peer.send_rtp(peer_ref, ssrc, %XMediaLib.Rtp{} | binary())

	:ok = XGW.Peer.send_rtp_async(peer_ref, ssrc, packet) (cast; still shares ETS encrypt)
	:ok = XGW.Peer.send_rtcp(peer_ref, %XMediaLib.Rtcp{} | binary())


The ssrc argument to send_rtp/3 overrides %Rtp{}.ssrc when they differ
(Echo v1 passes the inbound %Rtp{} unchanged so both match).
Handler callbacks
	{:xgw, :ice_connected, peer_ref}
	{:xgw, :local_candidate, peer_ref, %{candidate: line, mid: mid}} (full mode srflx trickle)
	{:xgw, :local_candidates_complete, peer_ref} (full mode; post-apply gather finished)
	{:xgw, :dtls_connected, peer_ref}
	{:xgw, :sctp_connected, peer_ref} (when offer/answer include SCTP)
	{:xgw, :sctp_disconnected, peer_ref} (SCTP association went down)
	{:xgw, :datachannel, peer_ref, %{ref: ref, label: label, id: id}}
(optional :reliability, :order, :param from DCEP when present)
	{:xgw, :datachannel_closed, peer_ref, channel_ref}
	{:xgw, :datachannel_message, peer_ref, channel_ref, binary()}
	{:xgw, :rtp, peer_ref, %XMediaLib.Rtp{}, meta}
	{:xgw, :rtcp, peer_ref, rtcp, meta}
	{:xgw, :closed, peer_ref, reason} (:normal, :fingerprint_mismatch, :consent_failed)

After DTLS, reply on a data channel with XGW.Peer.send_datachannel/3.
Production SCTP and DTLS app-data run on a linked XGW.Peer.Datachannel
child so ICE/RTP on this GenServer are not head-of-line blocked by DC egress.
ICE modes and gather
Embed host (and optionally srflx) a=candidate: lines from
XGW.Listener.gather_candidates/2 or host_candidate_lines/1 in the local
answer before apply_descriptions/4. Post-answer srflx arrives via
{:xgw, :local_candidate, ...} when stun_servers is configured.
Set ice_lite: false for the full ICE agent (XGW.ICE.Full). Full mode
parses local host candidates from the answer, stays in :gathering until
srflx, then :checking / :connected after nomination. Query locals with
local_candidates/1 and phase with ice_phase/1 (:completed for lite).
Gather options (:advertised_ip, :advertised_ips, :include_loopback,
:relay_only) belong on XGW.Listener.start_link/1, not the Peer.
Internal helpers (GenServer stays here):
Peer.Gather  -- local candidate verify + post-apply srflx/relay gather
Peer.Turn    -- TURN allocations, unwrap, channel bind, relay encode
Peer.Sctp    -- SCTP start + event fan-out
Media callback meta map:
	:from - {ip, port} of the remote UDP endpoint (ICE-selected pair)
	:mid - BUNDLE m-line id from offer SSRC map, or nil when unknown
	:arrival_us - monotonic microseconds when the Listener demuxed the
packet (wire side). Peer.deliver/4 fills this only when missing (tests /
direct inject). Conference TWCC uses it so Peer and Forwarder mailbox
delay are not reported as network delay.

RFCs
End-to-end peer stack: RFC 8445 (ICE), RFC 8489 (STUN), RFC 8656 (TURN),
RFC 9147 / RFC 6347 (DTLS), RFC 5764 (DTLS-SRTP), RFC 3711 (SRTP),
RFC 8261 / RFC 8831 (SCTP data channels over DTLS), RFC 7675 (consent).

      


      
        Summary


  
    Types
  


    
      
        candidate()

      


        Trickle ICE candidate: %XMediaLib.SDP.Candidate{} or %{candidate: line} map.



    


    
      
        packet_kind()

      


        Classified ingress packet kind from XGW.Demux.



    


    
      
        peer_ref()

      


        Peer GenServer pid.



    


    
      
        phase()

      


        Connection phase: :ice_wait, :dtls_wait, :media, or :closed.



    


    
      
        sdp()

      


        Remote offer or local answer as SDP binary or %XMediaLib.SDP{}.



    





  
    Functions
  


    
      
        add_remote_candidate(peer, candidate)

      


        Adds a remote ICE candidate (Trickle ICE, RFC 8838).



    


    
      
        apply_descriptions(peer, remote_offer, local_answer, opts \\ [])

      


        Applies negotiated remote offer and local answer (produced upstream by XSDP).



    


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        close(peer)

      


        Tears down ICE/DTLS and stops the peer process.



    


    
      
        connect_dtls(peer, keys, from \\ nil)

      


        Test helper: install SRTP keys and enter media phase (skips live DTLS).



    


    
      
        connect_ice(peer, from \\ nil)

      


        Test helper: force ICE connected with optional selected from endpoint.



    


    
      
        deliver(peer, kind, data, meta)

      


        Delivers a demuxed packet from the Listener (STUN, DTLS, RTP, RTCP, ChannelData).



    


    
      
        ice_phase(peer)

      


        Returns the ICE agent phase.



    


    
      
        ice_restart(peer, offer)

      


        Signals ICE restart with a new remote offer (RFC 8445 section 9.1.1.1).



    


    
      
        local_candidates(peer)

      


        Returns local ICE candidates stored in the full ICE agent.



    


    
      
        open_datachannel(peer, label, opts \\ [])

      


        Opens a local data channel (DCEP) after the SCTP association is connected.



    


    
      
        outbound_handle(peer)

      


        Returns a hot-path send handle when UDP media is published in ETS.



    


    
      
        phase(peer)

      


        Returns the Peer's media phase (:ice_wait, :dtls_wait, :media, :closed).



    


    
      
        prefetch_relay_candidates(peer)

      


        Allocates TURN relay candidates once and keeps the allocations on the peer.



    


    
      
        send_datachannel(peer, channel_ref, data, type \\ :string)

      


        Sends a DataChannel user message after SCTP is up.



    


    
      
        send_datachannel_async(peer, channel_ref, data, type \\ :string)

      


        Queues a DataChannel user message without waiting for SCTP/DTLS flush.



    


    
      
        send_rtcp(peer, packet)

      


        Sends plaintext RTCP toward the peer (SRTCP-encrypted on the wire).



    


    
      
        send_rtp(peer, ssrc, packet)

      


        Sends plaintext RTP toward the peer (SRTP-encrypted on the wire).



    


    
      
        send_rtp_async(peer, ssrc, packet)

      


        Queues plaintext RTP toward the peer without waiting for encrypt/send.



    


    
      
        set_handler(peer, handler)

      


        Replaces the process that receives Peer notifications (:rtp, lifecycle, ...).



    


    
      
        start_link(opts)

      


        Starts a peer under XGW.PeerSupervisor.



    


    
      
        start_supervised(opts)

      


        Starts a peer as a child of XGW.PeerSupervisor.



    





      


      
        Types


        


  
    
      
    
    
      candidate()



        
          
        

    

  


  

      

          @type candidate() :: map()


      


Trickle ICE candidate: %XMediaLib.SDP.Candidate{} or %{candidate: line} map.

  



  
    
      
    
    
      packet_kind()



        
          
        

    

  


  

      

          @type packet_kind() :: XGW.Demux.kind()


      


Classified ingress packet kind from XGW.Demux.

  



  
    
      
    
    
      peer_ref()



        
          
        

    

  


  

      

          @type peer_ref() :: pid()


      


Peer GenServer pid.

  



  
    
      
    
    
      phase()



        
          
        

    

  


  

      

          @type phase() :: :ice_wait | :dtls_wait | :media | :closed


      


Connection phase: :ice_wait, :dtls_wait, :media, or :closed.

  



  
    
      
    
    
      sdp()



        
          
        

    

  


  

      

          @type sdp() :: binary() | struct()


      


Remote offer or local answer as SDP binary or %XMediaLib.SDP{}.

  


        

      

      
        Functions


        


  
    
      
    
    
      add_remote_candidate(peer, candidate)



        
          
        

    

  


  

      

          @spec add_remote_candidate(peer_ref(), candidate() | XMediaLib.SDP.Candidate.t()) ::
  :ok | {:error, term()}


      


Adds a remote ICE candidate (Trickle ICE, RFC 8838).
Accepts %Candidate{} or a map with :candidate (line or struct), optional
:mid, :mline_index, and :end_of_candidates.

  



    

  
    
      
    
    
      apply_descriptions(peer, remote_offer, local_answer, opts \\ [])



        
          
        

    

  


  

      

          @spec apply_descriptions(peer_ref(), sdp(), sdp(), keyword()) ::
  :ok | {:error, term()}


      


Applies negotiated remote offer and local answer (produced upstream by XSDP).
Initializes ICE-lite credentials and transport config from %XMediaLib.SDP{}
or SDP binaries. Validates local fingerprint against the listener certificate
when a listener is attached.

  



  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      close(peer)



        
          
        

    

  


  

      

          @spec close(peer_ref()) :: :ok | {:error, term()}


      


Tears down ICE/DTLS and stops the peer process.

  



    

  
    
      
    
    
      connect_dtls(peer, keys, from \\ nil)



        
          
        

    

  


  

      

          @spec connect_dtls(
  peer_ref(),
  XGW.SRTPSession.keys(),
  {:inet.ip_address(), :inet.port_number()} | nil
) ::
  :ok


      


Test helper: install SRTP keys and enter media phase (skips live DTLS).

  



    

  
    
      
    
    
      connect_ice(peer, from \\ nil)



        
          
        

    

  


  

      

          @spec connect_ice(peer_ref(), {:inet.ip_address(), :inet.port_number()} | nil) :: :ok


      


Test helper: force ICE connected with optional selected from endpoint.

  



  
    
      
    
    
      deliver(peer, kind, data, meta)



        
          
        

    

  


  

      

          @spec deliver(peer_ref(), packet_kind(), binary(), map()) :: :ok


      


Delivers a demuxed packet from the Listener (STUN, DTLS, RTP, RTCP, ChannelData).
Fills :arrival_us on meta when missing. The Listener stamps this at demux
time; this fallback covers tests and any inject path that skips the Listener.

  



  
    
      
    
    
      ice_phase(peer)



        
          
        

    

  


  

      

          @spec ice_phase(peer_ref()) :: XGW.ICE.ice_phase()


      


Returns the ICE agent phase.
Lite peers report :completed (binding-only path). Full peers report the
ICE state machine phase from XGW.ICE.Full (for example :gathering).

  



  
    
      
    
    
      ice_restart(peer, offer)



        
          
        

    

  


  

      

          @spec ice_restart(peer_ref(), sdp()) :: :ok | {:error, term()}


      


Signals ICE restart with a new remote offer (RFC 8445 section 9.1.1.1).
Full ufrag/pwd rotation and checklist reset: Full.ice_restart/1 resets state;
remote credentials come from the restart offer. Local ufrag/pwd unchanged in v1.

  



  
    
      
    
    
      local_candidates(peer)



        
          
        

    

  


  

      

          @spec local_candidates(peer_ref()) :: [XMediaLib.SDP.Candidate.t()]


      


Returns local ICE candidates stored in the full ICE agent.
Lite peers return []; use XGW.Listener.host_candidate/1 for lite host lines.

  



    

  
    
      
    
    
      open_datachannel(peer, label, opts \\ [])



        
          
        

    

  


  

      

          @spec open_datachannel(peer_ref(), binary(), keyword()) ::
  {:ok, map()} | {:error, term()}


      


Opens a local data channel (DCEP) after the SCTP association is connected.
Synthesizes {:xgw, :datachannel, peer, info} to the handler so Session /
Backend register the label the same way as a remote open. Returns
{:error, :not_connected} when SCTP is missing or not connected.

  



  
    
      
    
    
      outbound_handle(peer)



        
          
        

    

  


  

      

          @spec outbound_handle(peer_ref()) ::
  {:ok, XGW.Peer.SendHandle.t()} | {:error, :not_ready | :use_genserver}


      


Returns a hot-path send handle when UDP media is published in ETS.
Prefer XGW.Peer.SendHandle.send_rtp/3 for Echo/SFU forwarding. Returns
{:error, :not_ready} before media, or {:error, :use_genserver} for ICE-TCP.

  



  
    
      
    
    
      phase(peer)



        
          
        

    

  


  

      

          @spec phase(peer_ref()) :: phase()


      


Returns the Peer's media phase (:ice_wait, :dtls_wait, :media, :closed).

  



  
    
      
    
    
      prefetch_relay_candidates(peer)



        
          
        

    

  


  

      

          @spec prefetch_relay_candidates(peer_ref()) ::
  {:ok, [String.t()]} | {:error, :no_relay_candidates | term()}


      


Allocates TURN relay candidates once and keeps the allocations on the peer.
Used by relay-only answer builders so apply_descriptions/3 can seed those
relay locals without a second Allocate on the same 5-tuple.

  



    

  
    
      
    
    
      send_datachannel(peer, channel_ref, data, type \\ :string)



        
          
        

    

  


  

      

          @spec send_datachannel(peer_ref(), reference(), binary(), :string | :binary) ::
  :ok | {:error, term()}


      


Sends a DataChannel user message after SCTP is up.
Routes to XGW.Peer.Datachannel when that child is published; otherwise the
Peer GenServer (tests / pre-attach). type is :string (PPI 51, default) or
:binary (PPI 53).

  



    

  
    
      
    
    
      send_datachannel_async(peer, channel_ref, data, type \\ :string)



        
          
        

    

  


  

      

          @spec send_datachannel_async(peer_ref(), reference(), binary(), :string | :binary) ::
  :ok


      


Queues a DataChannel user message without waiting for SCTP/DTLS flush.
Prefer XGW.Peer.SendHandle.send_datachannel/3 when a :dc_passthrough row
is published (benches). Production Forwarder fallback casts the per-Peer
XGW.Peer.Datachannel process (batched drain) when published; otherwise the
Peer GenServer. type defaults to :string (PPI 51).

  



  
    
      
    
    
      send_rtcp(peer, packet)



        
          
        

    

  


  

      

          @spec send_rtcp(peer_ref(), binary() | XMediaLib.Rtcp.t()) :: :ok | {:error, term()}


      


Sends plaintext RTCP toward the peer (SRTCP-encrypted on the wire).
Same phase and error semantics as send_rtp/3.

  



  
    
      
    
    
      send_rtp(peer, ssrc, packet)



        
          
        

    

  


  

      

          @spec send_rtp(peer_ref(), non_neg_integer(), binary() | XMediaLib.Rtp.t()) ::
  :ok | {:error, term()}


      


Sends plaintext RTP toward the peer (SRTP-encrypted on the wire).
Requires :media phase. On UDP, uses the same ETS encrypt path as
SendHandle.send_rtp/3. Returns {:error, :not_connected},
{:error, :no_selected_pair}, {:error, :invalid_packet}, or an SRTP/UDP error.

  



  
    
      
    
    
      send_rtp_async(peer, ssrc, packet)



        
          
        

    

  


  

      

          @spec send_rtp_async(peer_ref(), non_neg_integer(), binary() | XMediaLib.Rtp.t()) ::
  :ok


      


Queues plaintext RTP toward the peer without waiting for encrypt/send.
Prefer outbound_handle/1 + SendHandle.send_rtp/3 when a handle is available;
this cast remains a fallback (ICE-TCP, missing handle).

  



  
    
      
    
    
      set_handler(peer, handler)



        
          
        

    

  


  

      

          @spec set_handler(peer_ref(), pid()) :: :ok | {:error, term()}


      


Replaces the process that receives Peer notifications (:rtp, lifecycle, ...).
Used when a Session installs a media forwarder as handler: after start, or
when tests retarget delivery. handler must be a live pid.

  



  
    
      
    
    
      start_link(opts)



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: {:ok, peer_ref()} | {:error, term()}


      


Starts a peer under XGW.PeerSupervisor.
Required: :handler (pid). Optional: :listener, :ice_lite (default true;
false selects XGW.ICE.Full), :consent_interval_ms (default 5000), :consent_timeout_ms (default 30000),
:cert_dir (unused here; listener owns certs).

  



  
    
      
    
    
      start_supervised(opts)



        
          
        

    

  


  

      

          @spec start_supervised(keyword()) :: {:ok, peer_ref()} | {:error, term()}


      


Starts a peer as a child of XGW.PeerSupervisor.

  


        

      


  

    
XGW.Peer.Datachannel 
    



      
Per-Peer process that owns SCTP and DTLS application-data for data channels.
What problem this solves
Production datachannel egress used to run on the XGW.Peer GenServer mailbox
together with ICE, RTP, and consent. Under fanout load, synchronous
SctpAssociation.send/4 plus :ssl.send/2 queued behind (and blocked) those
duties, so wire latency climbed into seconds. This process isolates SCTP and
DTLS app-data: Forwarder casts land here, and Peer stays responsive for media.
Casts are drained in batches (default up to 32) so multiple user messages can
share one flush of transmit events under load. Handler callbacks still use the
Peer pid as peer_ref so Session and Forwarder identity is unchanged.
A full SCTP-in-ETS SendHandle hot path is not shipped (ssl_sock ownership).
RFCs
	RFC 8261 -- SCTP over DTLS
	RFC 8831 -- WebRTC data channels
	RFC 8841 -- SDP negotiation of SCTP


      


      
        Summary


  
    Types
  


    
      
        start_opt()

      


        Opaque options for start_link/1.



    





  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        ensure_table!()

      


        Creates the ETS peer->Datachannel map (idempotent). Called from XGW.Application.



    


    
      
        lookup(peer)

      


        Looks up the Datachannel pid published for peer, if any.



    


    
      
        open_datachannel(dc, label, opts \\ [])

      


        Opens a local data channel after the association is connected.



    


    
      
        send_datachannel(dc, channel_ref, data, type \\ :string)

      


        Sends a user message and waits for SCTP/DTLS flush on this process.



    


    
      
        send_datachannel_async(dc, channel_ref, data, type \\ :string)

      


        Queues a user message on this Datachannel process (cast; batched drain).



    


    
      
        start_link(opts)

      


        Starts a Datachannel process for peer.



    





      


      
        Types


        


  
    
      
    
    
      start_opt()



        
          
        

    

  


  

      

          @type start_opt() ::
  {:peer, pid()}
  | {:handler, pid()}
  | {:ssl_sock, term()}
  | {:role, :active | :passive}
  | {:assoc, XSockets.Sctp.Association.t()}
  | {:send_dtls, (map(), binary() -> :ok | {:error, term()})}
  | {:batch_max, pos_integer()}
  | {:sctp_ports, map()}


      


Opaque options for start_link/1.

  


        

      

      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      ensure_table!()



        
          
        

    

  


  

      

          @spec ensure_table!() :: :ok


      


Creates the ETS peer->Datachannel map (idempotent). Called from XGW.Application.

  



  
    
      
    
    
      lookup(peer)



        
          
        

    

  


  

      

          @spec lookup(pid()) :: {:ok, pid()} | :error


      


Looks up the Datachannel pid published for peer, if any.

  



    

  
    
      
    
    
      open_datachannel(dc, label, opts \\ [])



        
          
        

    

  


  

      

          @spec open_datachannel(pid(), binary(), keyword()) :: {:ok, map()} | {:error, term()}


      


Opens a local data channel after the association is connected.

  



    

  
    
      
    
    
      send_datachannel(dc, channel_ref, data, type \\ :string)



        
          
        

    

  


  

      

          @spec send_datachannel(pid(), reference(), binary(), :string | :binary) ::
  :ok | {:error, term()}


      


Sends a user message and waits for SCTP/DTLS flush on this process.

  



    

  
    
      
    
    
      send_datachannel_async(dc, channel_ref, data, type \\ :string)



        
          
        

    

  


  

      

          @spec send_datachannel_async(pid(), reference(), binary(), :string | :binary) :: :ok


      


Queues a user message on this Datachannel process (cast; batched drain).

  



  
    
      
    
    
      start_link(opts)



        
          
        

    

  


  

      

          @spec start_link([start_opt()]) :: GenServer.on_start()


      


Starts a Datachannel process for peer.
When ssl_sock is present, takes over :ssl.controlling_process/2 so DTLS
app-data messages arrive here. Optional :assoc injects an existing
association (tests). Optional :send_dtls replaces :ssl.send/2 (tests).

  


        

      


  

    
XGW.Peer.Gather 
    



      
Post-SDP local candidate checks and background srflx/relay gather for a Peer.
Why this sits beside XGW.Peer
After apply_descriptions/4, a full-ICE Peer may still need server-reflexive
or TURN relay candidates that were not ready when the answer was sent. This
module (pure helpers + Task starters, not a GenServer) verifies that answer
locals match Listener gather expectations and kicks off async gather that
later emits {:xgw, :local_candidate, ...} / completion events via Peer.
RFCs
	RFC 8445 -- trickle / post-answer gather of srflx and relay locals
	RFC 8489 -- STUN Binding for srflx
	RFC 8656 -- TURN Allocate for relay


      


      
        Summary


  
    Functions
  


    
      
        apply_srflx_candidates(state, srflx)

      


        Merges gathered srflx into ICE and notifies the handler.



    


    
      
        candidate_key(candidate)

      


        Dedup key for a local ICE candidate (foundation, component, ip, port).



    


    
      
        hosts_missing_srflx(locals)

      


        Returns host candidates that do not yet have an srflx with the same foundation.



    


    
      
        maybe_emit_local_candidates_complete(state)

      


        Notifies handler when post-apply gather tasks have finished.



    


    
      
        start_post_apply_relay(state)

      


        Starts async relay gather when TURN is configured and locals uncovered.



    


    
      
        start_post_apply_srflx(state)

      


        Starts async srflx gather when STUN servers and missing hosts exist.



    


    
      
        verify_local_candidates(map, config)

      


        Ensures answer locals match Listener gather expectations (full ICE only).



    





      


      
        Functions


        


  
    
      
    
    
      apply_srflx_candidates(state, srflx)



        
          
        

    

  


  

      

          @spec apply_srflx_candidates(map(), [XMediaLib.SDP.Candidate.t()]) :: map()


      


Merges gathered srflx into ICE and notifies the handler.
Caller schedules connectivity-check ticks after this returns.

  



  
    
      
    
    
      candidate_key(candidate)



        
          
        

    

  


  

      

          @spec candidate_key(XMediaLib.SDP.Candidate.t()) :: {term(), term(), term(), term()}


      


Dedup key for a local ICE candidate (foundation, component, ip, port).
Examples
iex> c = %XMediaLib.SDP.Candidate{
...>   foundation: "1", component_id: 1, ip: "192.0.2.1", port: 5000
...> }
iex> XGW.Peer.Gather.candidate_key(c)
{"1", 1, "192.0.2.1", 5000}

  



  
    
      
    
    
      hosts_missing_srflx(locals)



        
          
        

    

  


  

      

          @spec hosts_missing_srflx([XMediaLib.SDP.Candidate.t() | map()]) :: [
  XMediaLib.SDP.Candidate.t() | map()
]


      


Returns host candidates that do not yet have an srflx with the same foundation.
Used to decide whether post-apply STUN gather still has work to do.
Examples
iex> hosts = [%{type: "host", foundation: "1"}, %{type: "host", foundation: "2"}]
iex> locals = hosts ++ [%{type: "srflx", foundation: "1"}]
iex> XGW.Peer.Gather.hosts_missing_srflx(locals)
[%{type: "host", foundation: "2"}]

  



  
    
      
    
    
      maybe_emit_local_candidates_complete(state)



        
          
        

    

  


  

      

          @spec maybe_emit_local_candidates_complete(map()) :: map()


      


Notifies handler when post-apply gather tasks have finished.

  



  
    
      
    
    
      start_post_apply_relay(state)



        
          
        

    

  


  

      

          @spec start_post_apply_relay(map()) :: map()


      


Starts async relay gather when TURN is configured and locals uncovered.

  



  
    
      
    
    
      start_post_apply_srflx(state)



        
          
        

    

  


  

      

          @spec start_post_apply_srflx(map()) :: map()


      


Starts async srflx gather when STUN servers and missing hosts exist.

  



  
    
      
    
    
      verify_local_candidates(map, config)



        
          
        

    

  


  

      

          @spec verify_local_candidates(map(), map()) ::
  :ok | {:error, :local_candidate_mismatch}


      


Ensures answer locals match Listener gather expectations (full ICE only).
Returns :ok for ICE-lite or when no Listener is attached.

  


        

      


  

    
XGW.Peer.Sctp 
    



      
Starts and drives the SCTP association used for WebRTC data channels.
What problem this solves
Browsers open data channels for arbitrary binary/text beside audio/video.
Under the hood that is SCTP inside the DTLS tunnel. This module starts a
passive association when SDP negotiated SCTP and SSL is up, then applies
association events (transmit, channel open/close, messages) into Peer or
XGW.Peer.Datachannel state and handler callbacks.
Production ownership of the live association and DTLS app-data socket is the
per-Peer XGW.Peer.Datachannel process. Handler messages always carry the
Peer pid as peer_ref (via state :peer when set).
RFCs
	RFC 8261 -- SCTP over DTLS
	RFC 8831 -- WebRTC data channels
	RFC 8841 -- SDP negotiation of SCTP


      


      
        Summary


  
    Functions
  


    
      
        flush_events(state, events, send_dtls)

      


        Applies SCTP association events; send_dtls posts app data on the DTLS socket.



    


    
      
        maybe_start(state)

      


        Starts a passive SCTP association when SDP negotiated SCTP and SSL is up.



    





      


      
        Functions


        


  
    
      
    
    
      flush_events(state, events, send_dtls)



        
          
        

    

  


  

      

          @spec flush_events(map(), list(), (map(), binary() -> :ok | {:error, term()})) ::
  map()


      


Applies SCTP association events; send_dtls posts app data on the DTLS socket.
Events include outbound SCTP chunks to transmit, channel lifecycle, and
application messages that become {:xgw, :datachannel_*, ...} callbacks.

  



  
    
      
    
    
      maybe_start(state)



        
          
        

    

  


  

      

          @spec maybe_start(map()) :: map()


      


Starts a passive SCTP association when SDP negotiated SCTP and SSL is up.
No-ops when SCTP was not negotiated, SSL is not ready, or ex_sctp is unloaded.

  


        

      


  

    
XGW.Peer.SendHandle 
    



      
Hot-path outbound RTP without GenServer hops on Peer or Listener.
Why a send handle exists
After DTLS, every media packet must be SRTP-encrypted and written to UDP
(or TURN-wrapped). Calling into the Peer GenServer for each packet adds
latency and mailbox pressure. Instead, Peer publishes encrypt state into an
ETS table; forwarders call send_rtp/3 with a handle from
XGW.Peer.outbound_handle/1.
ICE-TCP has no hot handle ({:error, :use_genserver}); fall back to
XGW.Peer.send_rtp_async/3.
Benches/tests may call publish_passthrough/2 (RTP) or
publish_dc_passthrough/2 (datachannel) to register a synchronous MFA sink
so Forwarder takes the SendHandle success path without a Peer GenServer hop.
Datachannel production egress uses the per-Peer XGW.Peer.Datachannel process
(Peer.send_datachannel_async/4 casts there when published). A full SCTP-in-ETS
hot path is not shipped (ssl_sock ownership).
ponytail: v1 assumes one packet writer per Peer outbound (forwarder). ROC
write-back uses generation-matched select_replace so Peer republish cannot
be clobbered. Multi-writer CAS across forwarders is the upgrade path.
RFCs
	RFC 3711 -- SRTP encrypt on the outbound hot path
	RFC 8656 -- TURN ChannelData / Send Indication when the path is relay


      


      
        Summary


  
    Types
  


    
      
        t()

      


        Opaque handle used by send_rtp/3.



    





  
    Functions
  


    
      
        %XGW.Peer.SendHandle{}

      


        Hot-path send handle.



    


    
      
        ensure_table!()

      


        Creates the ETS table (idempotent). Called from XGW.Application.



    


    
      
        fetch(peer)

      


        Looks up a published handle for peer.



    


    
      
        invalidate(peer)

      


        Removes any ETS row for peer.



    


    
      
        publish_dc_passthrough(peer, mfa)

      


        Publishes a plaintext datachannel passthrough sink for benches/tests.



    


    
      
        publish_passthrough(peer, mfa)

      


        Publishes a plaintext passthrough sink for benches/tests (no SRTP/UDP).



    


    
      
        publish_peer_state(peer, state)

      


        Publishes or refreshes the hot-path row from Peer GenServer state.



    


    
      
        publish_trunk_passthrough(peer, rtp_mfa, dc_mfa)

      


        Publishes RTP and datachannel passthrough MFAs in one ETS row so Forwarder
can use both hot paths for the same peer pid (trunk pipe).



    


    
      
        send_datachannel(handle_or_peer, channel_ref, data, type \\ :string)

      


        Hot-path datachannel send when a :dc_passthrough row is published.



    


    
      
        send_rtp(peer, ssrc, packet)

      


        Encrypts and sends one RTP packet on the hot path.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %XGW.Peer.SendHandle{generation: pos_integer(), peer: pid()}


      


Opaque handle used by send_rtp/3.
Fields
	:peer - Peer GenServer pid whose ETS row backs this handle
	:generation - publish generation; stale handles fail closed after republish


  


        

      

      
        Functions


        


  
    
      
    
    
      %XGW.Peer.SendHandle{}


        (struct)


        
          
        

    

  


  

Hot-path send handle.
Fields
	:peer - Peer GenServer pid whose ETS row backs this handle
	:generation - publish generation; stale handles fail closed after republish


  



  
    
      
    
    
      ensure_table!()



        
          
        

    

  


  

      

          @spec ensure_table!() :: :ok


      


Creates the ETS table (idempotent). Called from XGW.Application.

  



  
    
      
    
    
      fetch(peer)



        
          
        

    

  


  

      

          @spec fetch(pid()) :: {:ok, t()} | {:error, :not_ready | :use_genserver}


      


Looks up a published handle for peer.
Returns {:error, :not_ready} when missing, or {:error, :use_genserver} for
ICE-TCP / GenServer-only rows.

  



  
    
      
    
    
      invalidate(peer)



        
          
        

    

  


  

      

          @spec invalidate(pid()) :: :ok


      


Removes any ETS row for peer.

  



  
    
      
    
    
      publish_dc_passthrough(peer, mfa)



        
          
        

    

  


  

      

          @spec publish_dc_passthrough(pid(), {module(), atom(), term()}) :: :ok


      


Publishes a plaintext datachannel passthrough sink for benches/tests.
Distinct from RTP publish_passthrough/2 so MFA arity does not clash
(apply(mod, fun, [sink, channel_ref, data, type]) where type is
:string | :binary).

  



  
    
      
    
    
      publish_passthrough(peer, mfa)



        
          
        

    

  


  

      

          @spec publish_passthrough(pid(), {module(), atom(), pid()}) :: :ok


      


Publishes a plaintext passthrough sink for benches/tests (no SRTP/UDP).
Forwarder prefers send_rtp/3 when a handle exists. The MFA is invoked
synchronously as apply(mod, fun, [sink, ssrc, rtp]) so latency probes can
record without a Peer GenServer hop. Used by latency benches and FakePeer tests.

  



  
    
      
    
    
      publish_peer_state(peer, state)



        
          
        

    

  


  

      

          @spec publish_peer_state(pid(), map()) :: :ok


      


Publishes or refreshes the hot-path row from Peer GenServer state.
Preserves existing ETS encrypt contexts across path republish. TCP selected
transport stores a GenServer-only marker (no UDP hot path).

  



  
    
      
    
    
      publish_trunk_passthrough(peer, rtp_mfa, dc_mfa)



        
          
        

    

  


  

      

          @spec publish_trunk_passthrough(
  pid(),
  {module(), atom(), pid()},
  {module(), atom(), pid()}
) :: :ok


      


Publishes RTP and datachannel passthrough MFAs in one ETS row so Forwarder
can use both hot paths for the same peer pid (trunk pipe).

  



    

  
    
      
    
    
      send_datachannel(handle_or_peer, channel_ref, data, type \\ :string)



        
          
        

    

  


  

      

          @spec send_datachannel(t() | pid(), reference(), binary(), :string | :binary) ::
  :ok | {:error, term()}


      


Hot-path datachannel send when a :dc_passthrough row is published.
type is :string (PPI 51) or :binary (PPI 53); passed to the MFA as the
fourth argument so benches can observe PPI. Production Peer fallback uses the
same type via XGW.Peer.send_datachannel_async/4.
Returns {:error, :not_ready} when missing, {:error, :stale} on generation
mismatch, or {:error, :use_genserver} for GenServer-only / RTP rows (caller
should fall back to XGW.Peer.send_datachannel_async/4).

  



  
    
      
    
    
      send_rtp(peer, ssrc, packet)



        
          
        

    

  


  

      

          @spec send_rtp(t() | pid(), non_neg_integer(), binary() | XMediaLib.Rtp.t()) ::
  :ok | {:error, term()}


      


Encrypts and sends one RTP packet on the hot path.
On success: no Peer or Listener GenServer involvement.

  


        

      


  

    
XGW.Peer.Turn 
    



      
Peer-side TURN lifecycle: allocate, refresh, unwrap, and encode relay traffic.
How this fits
When local candidates include relay addresses, the Peer must keep TURN
allocations alive, create permissions / channel bindings toward the selected
remote, and wrap outbound UDP (including DTLS/SRTP) as Send Indication or
ChannelData. Inbound TURN Data Indications are unwrapped before demux.
Pure helpers and state transforms used by XGW.Peer (not a GenServer).
RFCs
	RFC 8656 -- TURN allocations, permissions, ChannelBind, Send Indication, ChannelData
	RFC 8489 -- STUN encoding of TURN methods


      


      
        Summary


  
    Functions
  


    
      
        allocations_cover_relay_locals?(allocs, locals)

      


        Returns true when every relay local candidate has a covering TURN allocation.



    


    
      
        allocations_cover_relays?(arg1)

      


        Returns true when peer state allocations cover current ICE relay locals.



    


    
      
        apply_relay_results(state, relay_results)

      


        Merges gather_relay results into ICE/allocations and notifies the handler.



    


    
      
        cancel_refresh_timer(state)

      


        Cancels the TURN refresh timer when present.



    


    
      
        clear_channels(state)

      


        Resets channel number maps.



    


    
      
        delete_allocations(state)

      


        Deletes all TURN allocations and clears channel maps.



    


    
      
        encode_relay_app_data(state, alloc, peer, data)

      


        Encodes app data as Send Indication or ChannelData for the peer.



    


    
      
        find_allocation(arg1, arg2)

      


        Looks up a TURN allocation by relay local candidate.



    


    
      
        gather_relay(map)

      


        Synchronous relay gather for prefetch.



    


    
      
        maybe_create_permission(state, ice)

      


        After nomination on a relay pair, create permission + ChannelBind.



    


    
      
        maybe_delete_allocations(state, config)

      


        Deletes allocations when they do not cover answer relay locals.



    


    
      
        refresh_allocations(state)

      


        Best-effort TURN Refresh for each live allocation.



    


    
      
        relay_send_allocation(state)

      


        Allocation used for outbound relay send, or nil when host path should win.



    


    
      
        schedule_refresh_tick(state)

      


        Arms :turn_refresh_tick from the first allocation lifetime.



    


    
      
        unwrap_data_indication(data)

      


        Unwraps a TURN Data Indication to {inner, peer_from} or :not_turn_data.



    





      


      
        Functions


        


  
    
      
    
    
      allocations_cover_relay_locals?(allocs, locals)



        
          
        

    

  


  

      

          @spec allocations_cover_relay_locals?(list(), list()) :: boolean()


      


Returns true when every relay local candidate has a covering TURN allocation.

  



  
    
      
    
    
      allocations_cover_relays?(arg1)



        
          
        

    

  


  

      

          @spec allocations_cover_relays?(map()) :: boolean()


      


Returns true when peer state allocations cover current ICE relay locals.

  



  
    
      
    
    
      apply_relay_results(state, relay_results)



        
          
        

    

  


  

      

          @spec apply_relay_results(map(), list()) :: map()


      


Merges gather_relay results into ICE/allocations and notifies the handler.
Schedules TURN refresh; caller schedules connectivity-check ticks.

  



  
    
      
    
    
      cancel_refresh_timer(state)



        
          
        

    

  


  

      

          @spec cancel_refresh_timer(map()) :: map()


      


Cancels the TURN refresh timer when present.

  



  
    
      
    
    
      clear_channels(state)



        
          
        

    

  


  

      

          @spec clear_channels(map()) :: map()


      


Resets channel number maps.

  



  
    
      
    
    
      delete_allocations(state)



        
          
        

    

  


  

      

          @spec delete_allocations(map()) :: map()


      


Deletes all TURN allocations and clears channel maps.

  



  
    
      
    
    
      encode_relay_app_data(state, alloc, peer, data)



        
          
        

    

  


  

      

          @spec encode_relay_app_data(map(), map(), term(), binary()) :: binary()


      


Encodes app data as Send Indication or ChannelData for the peer.

  



  
    
      
    
    
      find_allocation(arg1, arg2)



        
          
        

    

  


  

      

          @spec find_allocation(map(), map()) :: map() | nil


      


Looks up a TURN allocation by relay local candidate.

  



  
    
      
    
    
      gather_relay(map)



        
          
        

    

  


  

      

          @spec gather_relay(map()) :: list()


      


Synchronous relay gather for prefetch.

  



  
    
      
    
    
      maybe_create_permission(state, ice)



        
          
        

    

  


  

      

          @spec maybe_create_permission(map(), map()) :: map()


      


After nomination on a relay pair, create permission + ChannelBind.

  



  
    
      
    
    
      maybe_delete_allocations(state, config)



        
          
        

    

  


  

      

          @spec maybe_delete_allocations(map(), map()) :: map()


      


Deletes allocations when they do not cover answer relay locals.

  



  
    
      
    
    
      refresh_allocations(state)



        
          
        

    

  


  

      

          @spec refresh_allocations(map()) :: map()


      


Best-effort TURN Refresh for each live allocation.

  



  
    
      
    
    
      relay_send_allocation(state)



        
          
        

    

  


  

      

          @spec relay_send_allocation(map()) :: map() | nil


      


Allocation used for outbound relay send, or nil when host path should win.

  



  
    
      
    
    
      schedule_refresh_tick(state)



        
          
        

    

  


  

      

          @spec schedule_refresh_tick(map()) :: map()


      


Arms :turn_refresh_tick from the first allocation lifetime.

  



  
    
      
    
    
      unwrap_data_indication(data)



        
          
        

    

  


  

      

          @spec unwrap_data_indication(binary()) ::
  {:ok, binary(), {tuple(), integer()}} | :not_turn_data


      


Unwraps a TURN Data Indication to {inner, peer_from} or :not_turn_data.

  


        

      


  

    
XGW.SRTPSession 
    



      
Encrypts and decrypts media packets for one Peer after DTLS succeeds.
SRTP vs DTLS
DTLS is used once (handshake) to agree on keys. Ongoing audio/video uses
SRTP / SRTCP: a compact encryption format wrapped around RTP/RTCP so
every media packet does not pay full TLS record overhead.
XGW is the DTLS server, so:
	client write keys decrypt inbound packets from the browser
	server write keys encrypt outbound packets to the browser

Separate XMediaLib.Srtp contexts are kept per {kind, ssrc} for :rtp
and :rtcp so each stream can advance its own replay/ROC state.
RFCs
	RFC 3711 -- SRTP / SRTCP encrypt and decrypt
	RFC 5764 -- DTLS-exported client/server write keys and salts


      


      
        Summary


  
    Types
  


    
      
        keys()

      


        DTLS-exported SRTP keying material (RFC 5764 client/server write pairs).



    


    
      
        t()

      


        Per-peer SRTP session state.



    





  
    Functions
  


    
      
        %XGW.SRTPSession{}

      


        Per-peer SRTP encrypt/decrypt state.



    


    
      
        decrypt(session, kind, ciphertext)

      


        Decrypts one RTP or RTCP SRTP packet.



    


    
      
        encrypt(session, arg2, rtp)

      


        Encrypts one plaintext RTP or RTCP packet with server write keys.



    


    
      
        new(arg)

      


        Builds a session from DTLS-exported SRTP keying material.



    


    
      
        outbound(session)

      


        Encrypt-only view for the hot-path send handle (no inbound decrypt state).



    





      


      
        Types


        


  
    
      
    
    
      keys()



        
          
        

    

  


  

      

          @type keys() ::
  {client_key :: binary(), client_salt :: binary(), server_key :: binary(),
   server_salt :: binary()}


      


DTLS-exported SRTP keying material (RFC 5764 client/server write pairs).
Ordered as {client_key, client_salt, server_key, server_salt}.

  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %XGW.SRTPSession{
  client_key: binary() | nil,
  client_salt: binary() | nil,
  decrypt_contexts: %{optional({:rtp | :rtcp, non_neg_integer()}) => term()},
  encrypt_contexts: %{optional({:rtp | :rtcp, non_neg_integer()}) => term()},
  fail_logged: MapSet.t(),
  server_key: binary() | nil,
  server_salt: binary() | nil
}


      


Per-peer SRTP session state.

  


        

      

      
        Functions


        


  
    
      
    
    
      %XGW.SRTPSession{}


        (struct)


        
          
        

    

  


  

Per-peer SRTP encrypt/decrypt state.
Fields
	:client_key / :client_salt - client write keys (inbound decrypt)
	:server_key / :server_salt - server write keys (outbound encrypt)
	:decrypt_contexts - per {kind, ssrc} XMediaLib.Srtp decrypt contexts
	:encrypt_contexts - per {kind, ssrc} XMediaLib.Srtp encrypt contexts
	:fail_logged - kinds that already logged a decrypt/encrypt failure


  



  
    
      
    
    
      decrypt(session, kind, ciphertext)



        
          
        

    

  


  

      

          @spec decrypt(t(), :rtp | :rtcp, binary()) :: {:ok, term(), t()} | {:error, t()}


      


Decrypts one RTP or RTCP SRTP packet.
Returns {:ok, plaintext, session} on success. Failures are dropped after one
warning log per kind (:rtp / :rtcp).

  



  
    
      
    
    
      encrypt(session, arg2, rtp)



        
          
        

    

  


  

      

          @spec encrypt(t(), :rtp, XMediaLib.Rtp.t()) :: {:ok, binary(), t()} | {:error, t()}


          @spec encrypt(t(), :rtcp, XMediaLib.Rtcp.t()) :: {:ok, binary(), t()} | {:error, t()}


      


Encrypts one plaintext RTP or RTCP packet with server write keys.
Returns {:ok, ciphertext, session} on success.

  



  
    
      
    
    
      new(arg)



        
          
        

    

  


  

      

          @spec new(keys()) :: t()


      


Builds a session from DTLS-exported SRTP keying material.

  



  
    
      
    
    
      outbound(session)



        
          
        

    

  


  

      

          @spec outbound(t()) :: t()


      


Encrypt-only view for the hot-path send handle (no inbound decrypt state).

  


        

      


  

    
XGW.Spike.HTTP 
    



      
Plug router for the browser spike: static index, SDP offer/answer, trickle ICE.

      


      
        Summary


  
    Functions
  


    
      
        call(conn, opts)

      


        Callback implementation for Plug.call/2.



    


    
      
        init(opts)

      


        Callback implementation for Plug.init/1.



    





      


      
        Functions


        


  
    
      
    
    
      call(conn, opts)



        
          
        

    

  


  

Callback implementation for Plug.call/2.

  



  
    
      
    
    
      init(opts)



        
          
        

    

  


  

Callback implementation for Plug.init/1.

  


        

      


  

    
XGW.Spike.SDP 
    



      
Minimal SDP answer builder and helpers for the browser spike (mix xgw.spike).

      


      
        Summary


  
    Functions
  


    
      
        answer(offer, opts)

      


        Builds a minimal WebRTC answer from an offer and local ICE/DTLS parameters.



    


    
      
        detect_advert_ips()

      


        Host candidate IPs for the spike answer: loopback plus non-loopback IPv4 locals.



    


    
      
        normalize_codec(codec)

      


        Coerces a codec atom or header string to :opus | :pcmu | :pcma | :g722.



    


    
      
        parse_ice(offer)

      


        Parses the browser's ICE ufrag and pwd from an offer SDP.



    





      


      
        Functions


        


  
    
      
    
    
      answer(offer, opts)



        
          
        

    

  


  

      

          @spec answer(
  binary(),
  keyword()
) :: binary()


      


Builds a minimal WebRTC answer from an offer and local ICE/DTLS parameters.
Opts may include :codec as :opus | :pcmu | :pcma | :g722 (default :opus).
The answer lists only that codec so the browser is forced onto it.
When the offer includes an SCTP application m-line, the answer BUNDLEs a matching
m=application with a=sctp-port / a=max-message-size.

  



  
    
      
    
    
      detect_advert_ips()



        
          
        

    

  


  

      

          @spec detect_advert_ips() :: [:inet.ip_address()]


      


Host candidate IPs for the spike answer: loopback plus non-loopback IPv4 locals.

  



  
    
      
    
    
      normalize_codec(codec)



        
          
        

    

  


  

      

          @spec normalize_codec(term()) :: :opus | :pcmu | :pcma | :g722


      


Coerces a codec atom or header string to :opus | :pcmu | :pcma | :g722.

  



  
    
      
    
    
      parse_ice(offer)



        
          
        

    

  


  

      

          @spec parse_ice(binary()) :: {String.t() | nil, String.t() | nil}


      


Parses the browser's ICE ufrag and pwd from an offer SDP.
Uses the last match so media-level credentials win over session-level duplicates.

  


        

      


  

    
XGW.Spike.Server 
    



      
Browser spike GenServer: one Listener + Peer, SDP answer, trickle ICE, status.
Started by mix xgw.spike; HTTP routes call answer/2 and candidate helpers.

      


      
        Summary


  
    Functions
  


    
      
        add_remote_candidate(params)

      


        Trickles a remote ICE candidate into the Peer (candidate / sdpMid map).



    


    
      
        answer(offer, opts \\ [])

      


        Builds and applies a local answer for offer, returning the SDP answer string.



    


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        local_candidates_since(since)

      


        Local candidate lines gathered since index since (trickle poll).



    


    
      
        start_link(opts)

      


        Starts the named spike server. Opts are forwarded to XGW.Listener.start_link/1
plus :ice_tcp_only for TCP-only answer candidates.



    


    
      
        status()

      


        Returns a map of spike counters (ICE/DTLS/RTP/SCTP, transport, candidates).



    





      


      
        Functions


        


  
    
      
    
    
      add_remote_candidate(params)



        
          
        

    

  


  

      

          @spec add_remote_candidate(map()) :: :ok | {:error, term()}


      


Trickles a remote ICE candidate into the Peer (candidate / sdpMid map).

  



    

  
    
      
    
    
      answer(offer, opts \\ [])



        
          
        

    

  


  

      

          @spec answer(
  binary(),
  keyword()
) :: binary() | {:error, term()}


      


Builds and applies a local answer for offer, returning the SDP answer string.

  



  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      local_candidates_since(since)



        
          
        

    

  


  

      

          @spec local_candidates_since(non_neg_integer()) :: {[String.t()], non_neg_integer()}


      


Local candidate lines gathered since index since (trickle poll).

  



  
    
      
    
    
      start_link(opts)



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      


Starts the named spike server. Opts are forwarded to XGW.Listener.start_link/1
plus :ice_tcp_only for TCP-only answer candidates.

  



  
    
      
    
    
      status()



        
          
        

    

  


  

      

          @spec status() :: map()


      


Returns a map of spike counters (ICE/DTLS/RTP/SCTP, transport, candidates).

  


        

      


  

    
XGW.Stun.TCP 
    



      
Frames STUN messages for transport over TCP (RFC 8489).
Why TCP framing exists
On UDP, each datagram is already one STUN message. On TCP, bytes stream
without message boundaries, so each STUN PDU is prefixed with a 16-bit
big-endian length. ICE-TCP (RFC 6544) uses this framing when UDP is blocked
and peers fall back to TCP candidates.
Helpers: frame/1 for encode, recv/2 / send/2 for socket I/O.
RFCs
	RFC 8489 -- STUN-over-TCP framing (16-bit length prefix)
	RFC 6544 -- ICE-TCP usage of that framing


      


      
        Summary


  
    Functions
  


    
      
        frame(wire)

      


        Prefixes a STUN wire with its 16-bit big-endian length.



    


    
      
        recv(sock, timeout)

      


        Reads one framed STUN message from sock. Returns {:ok, wire} or {:error, reason}.



    


    
      
        send(sock, wire)

      


        Sends one framed STUN message on sock.



    





      


      
        Functions


        


  
    
      
    
    
      frame(wire)



        
          
        

    

  


  

      

          @spec frame(binary()) :: binary()


      


Prefixes a STUN wire with its 16-bit big-endian length.
Examples
iex> XGW.Stun.TCP.frame(<<1, 2, 3>>)
<<0, 3, 1, 2, 3>>

  



  
    
      
    
    
      recv(sock, timeout)



        
          
        

    

  


  

      

          @spec recv(:gen_tcp.socket(), timeout()) :: {:ok, binary()} | {:error, term()}


      


Reads one framed STUN message from sock. Returns {:ok, wire} or {:error, reason}.

  



  
    
      
    
    
      send(sock, wire)



        
          
        

    

  


  

      

          @spec send(:gen_tcp.socket(), binary()) :: :ok | {:error, term()}


      


Sends one framed STUN message on sock.

  


        

      


  

    
XGW.TURN.Client 
    



      
Client for TURN: allocate a relay address and send/receive through it.
What TURN solves
When direct UDP (and sometimes TCP) paths between two peers fail -- strict
NATs, symmetric NAT combinations, corporate firewalls -- TURN (Traversal
Using Relays around NAT) provides a relay on a publicly reachable server.
Your peer sends to the relay; the relay forwards to the far side.
This module speaks TURN over STUN (XMediaLib.Stun) without depending on the
xturn server application. It covers Allocate / Refresh / Delete,
CreatePermission, ChannelBind, Send Indication, and ChannelData -- enough
for XGW to gather relay candidates and keep allocations alive.
RFCs
	RFC 8656 -- TURN (Allocate, Refresh, CreatePermission, ChannelBind, indications, ChannelData)
	RFC 8489 -- STUN long-term credentials and MESSAGE-INTEGRITY
	RFC 5766 -- ChannelData layout still used on the wire (channel number range)


      


      
        Summary


  
    Types
  


    
      
        allocation()

      


        Active TURN allocation state for refresh and teardown.



    





  
    Functions
  


    
      
        allocate(send_recv, turn_endpoint, cred_opts)

      


        Performs TURN Allocate with optional 401 challenge handling.



    


    
      
        allocate_request(opts \\ [])

      


        Unauthenticated TURN Allocate request wire.



    


    
      
        channel_bind(send_recv, allocation, peer_address, channel)

      


        Binds TURN channel channel (0x4000..0x7FFF) to peer_address on the allocation.



    


    
      
        channel_bind_request(allocation, peer_address, channel)

      


        Builds a ChannelBind request binding channel to peer_address.



    


    
      
        create_permission(send_recv, allocation, peer_address)

      


        Creates a TURN permission toward peer_address ({ip, port}).



    


    
      
        create_permission_request(allocation, peer_address)

      


        Builds a CreatePermission request for peer_address on allocation.



    


    
      
        decode_channel_data(arg1)

      


        Decodes an RFC 5766 ChannelData message.



    


    
      
        delete(send_recv, allocation)

      


        Deletes a TURN allocation (Refresh with lifetime 0).



    


    
      
        encode_channel_data(channel, app)

      


        Encodes an RFC 5766 ChannelData message (4-byte header + application data + pad).



    


    
      
        long_term_key(username, realm, password)

      


        Long-term credential MESSAGE-INTEGRITY key (MD5 of username:realm:password).



    


    
      
        parse_server_host(rest, error \\ :invalid_server)

      


        Parses host[:port] from a STUN/TURN URI body (after the scheme prefix).



    


    
      
        parse_turn_server(arg1)

      


        Parses a TURN server URI (turn:host:port) to {ip, port}.



    


    
      
        refresh(send_recv, allocation, lifetime_s)

      


        Sends TURN Refresh to extend or delete an allocation.



    


    
      
        rest_credentials(user_id, secret, ttl_s \\ 86400)

      


        REST shared-secret credentials (expiry:user_id + Base64 HMAC-SHA1 password).



    


    
      
        send_indication(allocation, peer_address, data)

      


        Sends a Send Indication with data toward peer_address through the allocation.



    





      


      
        Types


        


  
    
      
    
    
      allocation()



        
          
        

    

  


  

      

          @type allocation() :: %{
  turn_server: {:inet.ip_address(), :inet.port_number()},
  relay: {:inet.ip_address(), :inet.port_number()},
  lifetime_s: pos_integer(),
  username: String.t(),
  realm: String.t(),
  nonce: String.t(),
  integrity_key: binary()
}


      


Active TURN allocation state for refresh and teardown.
Fields
	:turn_server - TURN server {ip, port} used for Allocate
	:relay - allocated relay {ip, port} advertised as a local candidate
	:lifetime_s - allocation lifetime from the success response
	:username / :realm / :nonce - long-term credential challenge state
	:integrity_key - MESSAGE-INTEGRITY key for subsequent TURN requests


  


        

      

      
        Functions


        


  
    
      
    
    
      allocate(send_recv, turn_endpoint, cred_opts)



        
          
        

    

  


  

      

          @spec allocate(
  (binary(), {:inet.ip_address(), :inet.port_number()} ->
     {:ok, binary()} | {:error, term()}),
  {:inet.ip_address(), :inet.port_number()},
  keyword()
) :: {:ok, allocation()} | {:error, term()}


      


Performs TURN Allocate with optional 401 challenge handling.
cred_opts keyword: :turn_username, :turn_password, :turn_realm,
:turn_secret, :turn_user_id, :turn_ttl_s.

  



    

  
    
      
    
    
      allocate_request(opts \\ [])



        
          
        

    

  


  

      

          @spec allocate_request(keyword()) :: binary()


      


Unauthenticated TURN Allocate request wire.

  



  
    
      
    
    
      channel_bind(send_recv, allocation, peer_address, channel)



        
          
        

    

  


  

      

          @spec channel_bind(
  (binary(), {:inet.ip_address(), :inet.port_number()} ->
     {:ok, binary()} | {:error, term()}),
  allocation(),
  {:inet.ip_address(), :inet.port_number()},
  16384..32767
) :: :ok | {:error, term()}


      


Binds TURN channel channel (0x4000..0x7FFF) to peer_address on the allocation.

  



  
    
      
    
    
      channel_bind_request(allocation, peer_address, channel)



        
          
        

    

  


  

      

          @spec channel_bind_request(
  allocation(),
  {:inet.ip_address(), :inet.port_number()},
  16384..32767
) :: binary()


      


Builds a ChannelBind request binding channel to peer_address.

  



  
    
      
    
    
      create_permission(send_recv, allocation, peer_address)



        
          
        

    

  


  

      

          @spec create_permission(
  (binary(), {:inet.ip_address(), :inet.port_number()} ->
     {:ok, binary()} | {:error, term()}),
  allocation(),
  {:inet.ip_address(), :inet.port_number()}
) :: :ok | {:error, term()}


      


Creates a TURN permission toward peer_address ({ip, port}).

  



  
    
      
    
    
      create_permission_request(allocation, peer_address)



        
          
        

    

  


  

      

          @spec create_permission_request(
  allocation(),
  {:inet.ip_address(), :inet.port_number()}
) :: binary()


      


Builds a CreatePermission request for peer_address on allocation.

  



  
    
      
    
    
      decode_channel_data(arg1)



        
          
        

    

  


  

      

          @spec decode_channel_data(binary()) :: {:ok, 16384..32767, binary()} | :error


      


Decodes an RFC 5766 ChannelData message.
Returns {:ok, channel, app} or :error.
Examples
iex> XGW.TURN.Client.decode_channel_data(<<0x40, 0x00, 0, 2, "hi", 0, 0>>)
{:ok, 0x4000, "hi"}

iex> XGW.TURN.Client.decode_channel_data(<<1, 2, 3>>)
:error

  



  
    
      
    
    
      delete(send_recv, allocation)



        
          
        

    

  


  

      

          @spec delete(
  (binary(), {:inet.ip_address(), :inet.port_number()} ->
     {:ok, binary()} | {:error, term()}),
  allocation()
) :: :ok | {:error, term()}


      


Deletes a TURN allocation (Refresh with lifetime 0).

  



  
    
      
    
    
      encode_channel_data(channel, app)



        
          
        

    

  


  

      

          @spec encode_channel_data(16384..32767, binary()) :: binary()


      


Encodes an RFC 5766 ChannelData message (4-byte header + application data + pad).
Examples
iex> bin = XGW.TURN.Client.encode_channel_data(0x4000, "hi")
iex> {:ok, 0x4000, "hi"} = XGW.TURN.Client.decode_channel_data(bin)
iex> true
true

  



  
    
      
    
    
      long_term_key(username, realm, password)



        
          
        

    

  


  

      

          @spec long_term_key(String.t(), String.t(), String.t()) :: binary()


      


Long-term credential MESSAGE-INTEGRITY key (MD5 of username:realm:password).
Examples
iex> key = XGW.TURN.Client.long_term_key("user", "example.com", "secret")
iex> key == :crypto.hash(:md5, "user:example.com:secret")
true

  



    

  
    
      
    
    
      parse_server_host(rest, error \\ :invalid_server)



        
          
        

    

  


  

      

          @spec parse_server_host(String.t(), term()) ::
  {:ok, {:inet.ip_address(), :inet.port_number()}} | {:error, term()}


      


Parses host[:port] from a STUN/TURN URI body (after the scheme prefix).

  



  
    
      
    
    
      parse_turn_server(arg1)



        
          
        

    

  


  

      

          @spec parse_turn_server(String.t()) ::
  {:ok, {:inet.ip_address(), :inet.port_number()}} | {:error, term()}


      


Parses a TURN server URI (turn:host:port) to {ip, port}.
Examples
iex> XGW.TURN.Client.parse_turn_server("turn:127.0.0.1:3478")
{:ok, {{127, 0, 0, 1}, 3478}}

iex> XGW.TURN.Client.parse_turn_server("turns:127.0.0.1:5349")
{:error, :unsupported_turns}

  



  
    
      
    
    
      refresh(send_recv, allocation, lifetime_s)



        
          
        

    

  


  

      

          @spec refresh(
  (binary(), {:inet.ip_address(), :inet.port_number()} ->
     {:ok, binary()} | {:error, term()}),
  allocation(),
  non_neg_integer()
) :: {:ok, allocation()} | {:error, term()}


      


Sends TURN Refresh to extend or delete an allocation.

  



    

  
    
      
    
    
      rest_credentials(user_id, secret, ttl_s \\ 86400)



        
          
        

    

  


  

      

          @spec rest_credentials(String.t(), binary(), pos_integer()) ::
  {String.t(), String.t()}


      


REST shared-secret credentials (expiry:user_id + Base64 HMAC-SHA1 password).
Time-bound username form used by many hosted TURN providers. The password is
not stored long-term; it is derived from secret and the username string.
Examples
iex> {user, pass} = XGW.TURN.Client.rest_credentials("alice", "s3cret", 3600)
iex> String.contains?(user, ":alice") and byte_size(pass) > 0
true

  



  
    
      
    
    
      send_indication(allocation, peer_address, data)



        
          
        

    

  


  

      

          @spec send_indication(
  allocation(),
  {:inet.ip_address(), :inet.port_number()},
  binary()
) :: binary()


      


Sends a Send Indication with data toward peer_address through the allocation.

  


        

      


  

    
XGW.Trunk.Crypto 
    



      
Static-key SRTP for inter-edge trunk pipes.
What problem this solves
Trunk edges exchange write-key pairs over the control plane, then protect
RTP/RTCP on the UDP pipe without DTLS. Each edge encrypts with its local
write key and decrypts with the far edge's write key.
RFCs
	RFC 3711 -- SRTP encrypt / decrypt


      


      
        Summary


  
    Functions
  


    
      
        new(master_key, master_salt)

      


        Lab alias: shared master material for both directions (local == remote).



    


    
      
        new(local_write_key, local_write_salt, remote_write_key, remote_write_salt)

      


        Builds an XGW.SRTPSession from directional write keys.



    


    
      
        protect_rtcp(session, rtcp)

      


        Encrypts RTCP.



    


    
      
        protect_rtp(session, rtp)

      


        Encrypts RTP; returns ciphertext and updated session.



    


    
      
        unprotect_rtcp(session, ciphertext)

      


        Decrypts SRTCP.



    


    
      
        unprotect_rtp(session, ciphertext)

      


        Decrypts SRTP to %Rtp{}.



    





      


      
        Functions


        


  
    
      
    
    
      new(master_key, master_salt)



        
          
        

    

  


  

      

          @spec new(binary(), binary()) :: XGW.SRTPSession.t()


      


Lab alias: shared master material for both directions (local == remote).

  



  
    
      
    
    
      new(local_write_key, local_write_salt, remote_write_key, remote_write_salt)



        
          
        

    

  


  

      

          @spec new(binary(), binary(), binary(), binary()) :: XGW.SRTPSession.t()


      


Builds an XGW.SRTPSession from directional write keys.
Encrypt uses local_write_* (SRTP server write). Decrypt uses
remote_write_* (SRTP client write). The far edge passes the swapped pair.

  



  
    
      
    
    
      protect_rtcp(session, rtcp)



        
          
        

    

  


  

      

          @spec protect_rtcp(XGW.SRTPSession.t(), XMediaLib.Rtcp.t()) ::
  {:ok, binary(), XGW.SRTPSession.t()} | {:error, XGW.SRTPSession.t()}


      


Encrypts RTCP.

  



  
    
      
    
    
      protect_rtp(session, rtp)



        
          
        

    

  


  

      

          @spec protect_rtp(XGW.SRTPSession.t(), XMediaLib.Rtp.t()) ::
  {:ok, binary(), XGW.SRTPSession.t()} | {:error, XGW.SRTPSession.t()}


      


Encrypts RTP; returns ciphertext and updated session.

  



  
    
      
    
    
      unprotect_rtcp(session, ciphertext)



        
          
        

    

  


  

      

          @spec unprotect_rtcp(XGW.SRTPSession.t(), binary()) ::
  {:ok, term(), XGW.SRTPSession.t()} | {:error, XGW.SRTPSession.t()}


      


Decrypts SRTCP.

  



  
    
      
    
    
      unprotect_rtp(session, ciphertext)



        
          
        

    

  


  

      

          @spec unprotect_rtp(XGW.SRTPSession.t(), binary()) ::
  {:ok, XMediaLib.Rtp.t(), XGW.SRTPSession.t()} | {:error, XGW.SRTPSession.t()}


      


Decrypts SRTP to %Rtp{}.

  


        

      


  

    
XGW.Trunk.Frame 
    



      
Multiplex header for inter-edge trunk UDP payloads.
What problem this solves
One trunk pipe carries RTP, RTCP, and opaque datachannel bytes. A single
leading type byte keeps demux cheap without WebRTC/ICE on the SFU-to-SFU path.
RFCs
None directly; RTP/SRTP payloads inside follow RFC 3550 / RFC 3711.

      


      
        Summary


  
    Types
  


    
      
        kind()

      


    





  
    Functions
  


    
      
        decode(arg1)

      


        Decodes a multiplex frame. Returns {:ok, kind, payload} or {:error, :bad_frame}.



    


    
      
        decode_dc(arg1)

      


        Unpacks a datachannel frame body.



    


    
      
        encode(atom, payload)

      


        Encodes kind and payload as <<type, payload::binary>>.



    


    
      
        encode_dc(label, data)

      


        Packs an opaque datachannel frame body: <<label_len::16, label::binary, data::binary>>.



    





      


      
        Types


        


  
    
      
    
    
      kind()



        
          
        

    

  


  

      

          @type kind() :: :rtp | :rtcp | :dc


      



  


        

      

      
        Functions


        


  
    
      
    
    
      decode(arg1)



        
          
        

    

  


  

      

          @spec decode(binary()) :: {:ok, kind(), binary()} | {:error, :bad_frame}


      


Decodes a multiplex frame. Returns {:ok, kind, payload} or {:error, :bad_frame}.

  



  
    
      
    
    
      decode_dc(arg1)



        
          
        

    

  


  

      

          @spec decode_dc(binary()) :: {:ok, binary(), binary()} | {:error, :bad_dc}


      


Unpacks a datachannel frame body.

  



  
    
      
    
    
      encode(atom, payload)



        
          
        

    

  


  

      

          @spec encode(kind(), binary()) :: binary()


      


Encodes kind and payload as <<type, payload::binary>>.

  



  
    
      
    
    
      encode_dc(label, data)



        
          
        

    

  


  

      

          @spec encode_dc(binary(), binary()) :: binary()


      


Packs an opaque datachannel frame body: <<label_len::16, label::binary, data::binary>>.

  


        

      


  

    
XGW.Trunk.Pipe 
    



      
Bidirectional UDP + SRTP trunk between media edges.
What problem this solves
Multi-home rooms need an SFU-to-SFU media path that is not WebRTC/ICE and not
Distributed Erlang. This GenServer owns one UDP socket, encrypts RTP/RTCP with
a pre-shared key, multiplexes opaque datachannel frames, and delivers inbound
plaintext to a handler pid.
RFCs
	RFC 3711 -- SRTP on RTP/RTCP frames
	RFC 3550 -- RTP payloads after unprotect


      


      
        Summary


  
    Types
  


    
      
        stats()

      


    





  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        connect(pipe, ip, port)

      


        Sets the remote edge UDP address for outbound frames.



    


    
      
        ensure_label(pipe, label)

      


        Registers a label and returns a channel_ref for SendHandle / Forwarder.



    


    
      
        hot_send_dc(pipe, channel_ref, data, type \\ :string)

      


        SendHandle datachannel MFA sink (apply(mod, fun, [pipe, ref, data, type])).



    


    
      
        hot_send_rtp(pipe, ssrc, rtp)

      


        SendHandle RTP MFA sink (apply(mod, fun, [pipe, ssrc, rtp])).



    


    
      
        local_addr(pipe)

      


        Returns the local {ip, port} of the UDP socket.



    


    
      
        publish_send_handles(pipe)

      


        Publishes RTP + datachannel SendHandle trunk passthrough for this pipe pid.



    


    
      
        send_dc(pipe, label, data)

      


        Sends an opaque datachannel payload labeled for demux on the far edge.



    


    
      
        send_rtp(pipe, ssrc, packet)

      


        Encrypts and sends one RTP packet to the connected peer.



    


    
      
        set_handler(pipe, handler)

      


        Replaces the inbound handler pid (e.g. your edge-to-edge bridge process).



    


    
      
        start_link(opts)

      


        Starts a trunk pipe.



    


    
      
        stats(pipe)

      


        UDP in/out packet counters (lab assertion that media used UDP).



    





      


      
        Types


        


  
    
      
    
    
      stats()



        
          
        

    

  


  

      

          @type stats() :: %{udp_in: non_neg_integer(), udp_out: non_neg_integer()}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      connect(pipe, ip, port)



        
          
        

    

  


  

      

          @spec connect(pid(), :inet.ip_address(), :inet.port_number()) :: :ok


      


Sets the remote edge UDP address for outbound frames.

  



  
    
      
    
    
      ensure_label(pipe, label)



        
          
        

    

  


  

      

          @spec ensure_label(pid(), binary()) :: {:ok, reference()} | {:error, term()}


      


Registers a label and returns a channel_ref for SendHandle / Forwarder.

  



    

  
    
      
    
    
      hot_send_dc(pipe, channel_ref, data, type \\ :string)



        
          
        

    

  


  

      

          @spec hot_send_dc(pid(), reference(), binary(), :string | :binary) ::
  :ok | {:error, term()}


      


SendHandle datachannel MFA sink (apply(mod, fun, [pipe, ref, data, type])).

  



  
    
      
    
    
      hot_send_rtp(pipe, ssrc, rtp)



        
          
        

    

  


  

      

          @spec hot_send_rtp(pid(), non_neg_integer(), XMediaLib.Rtp.t()) ::
  :ok | {:error, term()}


      


SendHandle RTP MFA sink (apply(mod, fun, [pipe, ssrc, rtp])).

  



  
    
      
    
    
      local_addr(pipe)



        
          
        

    

  


  

      

          @spec local_addr(pid()) ::
  {:ok, {:inet.ip_address(), :inet.port_number()}} | {:error, term()}


      


Returns the local {ip, port} of the UDP socket.

  



  
    
      
    
    
      publish_send_handles(pipe)



        
          
        

    

  


  

      

          @spec publish_send_handles(pid()) :: :ok


      


Publishes RTP + datachannel SendHandle trunk passthrough for this pipe pid.

  



  
    
      
    
    
      send_dc(pipe, label, data)



        
          
        

    

  


  

      

          @spec send_dc(pid(), binary(), binary()) :: :ok | {:error, term()}


      


Sends an opaque datachannel payload labeled for demux on the far edge.

  



  
    
      
    
    
      send_rtp(pipe, ssrc, packet)



        
          
        

    

  


  

      

          @spec send_rtp(pid(), non_neg_integer(), XMediaLib.Rtp.t() | binary()) ::
  :ok | {:error, term()}


      


Encrypts and sends one RTP packet to the connected peer.

  



  
    
      
    
    
      set_handler(pipe, handler)



        
          
        

    

  


  

      

          @spec set_handler(pid(), pid()) :: :ok


      


Replaces the inbound handler pid (e.g. your edge-to-edge bridge process).

  



  
    
      
    
    
      start_link(opts)



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      


Starts a trunk pipe.
Opts:
	:handler - pid that receives inbound {__MODULE__, kind, pipe, ...} messages
	:master_key / :master_salt - shared lab keys (both directions)
	:local_write_key / :local_write_salt / :remote_write_key /
:remote_write_salt - directional write keys (preferred)
	:port - optional bind port (default 0 ephemeral)


  



  
    
      
    
    
      stats(pipe)



        
          
        

    

  


  

      

          @spec stats(pid()) :: stats()


      


UDP in/out packet counters (lab assertion that media used UDP).

  


        

      


  

    
mix xgw.spike 
    



      
Lab Mix task: run a browser-facing DTLS-SRTP spike against a local XGW stack.
What this is for
Manual proof that ICE, DTLS, and SRTP work end-to-end with Chrome. Not a
production entrypoint -- use it when debugging the media gateway path.
mix xgw.spike --port 10000 --http-port 8080
Relay-only (colocated TURN on 127.0.0.1:3478):
mix xgw.spike --port 10000 --http-port 8080 --relay-only
Defaults TURN URI turn:127.0.0.1:3478 with username/password xgw/xgwpass
and realm xirsys.com (override via env XGW_SPIKE_TURN_* if needed).
Open http://127.0.0.1:8080/ in Chrome. Default page is transceiver-only (no
mic permission). Append ?mic=1 for live Opus SRTP proof. Hard-refresh after
each restart. Requires XTURN_LOCAL_DEPS=1 and a local
xmedialib checkout with the SRTP
HMAC fix.
ICE-TCP lab (TCP candidates only; forces TCP path without host firewall):
mix xgw.spike --port 10000 --http-port 8080 --ice-tcp --ice-tcp-only
RFCs
Exercises the same stack as XGW: RFC 8445 (ICE), RFC 5764 (DTLS-SRTP),
RFC 3711 (SRTP), optionally RFC 8656 (TURN relay-only) and RFC 6544 (ICE-TCP).
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